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Introduction
Now means informatization and automation are applied practically in all business processes.
The key role is occupied by processes of bank service which provide a wide range of services both
for physical, and for legal entities today.
In modern conditions there is a certain number of key requirements for performance of bank
operations and to customer service which treats:
– minimization of manual filling of documents;
– typification of forms;
– control of mistakes of the operator;
– management of tariffs;
– holding time of clients, etc.
It is obvious that operating activities of bank have to be most automated, creation
of documents has to be operated, and storage of information on the performed operations has
to meet the requirements for information security.
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Modern bank processes and systems I represent the complex interconnected systems which
are characterized by a number of features on set of threats of information security [4; 5; 7; 8].
It is known that three aspects of information security consist in ensuring integrity, availability
and confidentiality of information.
Thus, the automated banking information systems on the one hand have to provide full
compliance with requirements for information security, and on the other hand, have to provide
the sufficient functionality allowing the bank worker to serve and satisfy fully all inquiries and
customer needs.
Methods
Methods of researches are based on direct observation, comparison and the analysis
of business processes in the bank organizations in terms of use by it the automated banking
systems.
Each bank is free to define and choose independently the automated banking system (ABS)
on the basis of which to carry out creation of the operating activities.
Depending on financial opportunities of the most credit institution, three options of the
choice are generally possible:
– introduction of a ready-made product from the third-party producer;
– development and deployment of the ABS;
– independent completion of one of the ABS commercial systems under the requirements
and tasks.
The first way chooses a number of medium-sized and small banks. Among the most known
ready solutions of ABS it is possible to call: RS-Bank (R-Style Softlab producer), the Banker /
About (CSBI producer), a line of products of Diasoft (Diasoft producer), New Athena (the
producer New Athena), CFT-Bank (Center of Financial Technologies producer).
The second way is often excessive even to very large banks.
The third way represents a certain combination of the first two and it is chosen a number
of large banks counting on creation of most adapted product under own infrastructure. But
creation of a system not always is in such way optimum. So, by the beginning of 2014 Sberbank
concluded the agreement on use of the platform of CFT-Bank with the right of independent
modifying and maintenance of this ABS by forces of subsidiaries of Sberbank [2]. And in 2016 the
management of Sberbank recognized a new information system as noncompetitive and decided
to change completely the platform [1].
The main problem is here that operating activities of bank cannot be stopped, employees
cannot be retrained at one time, and the applied ABS has to provide full functionality
at simultaneous observance of requirements for information security.
Ranging three aspects of information security, not underestimating value of two others,
it is possible to note surely that the main of them is the aspect of the integrity of information
brought and processed in the applied ABS.
Ensuring integrity of information in ABS is opposed to functionality of modification and
additions in the stored information: the operational employee having powers on introduction
of record or carrying out operation has no right to cancel it or to change its conditions.
On the one hand, it is unconditional, correct. It prevents a theoretical possibility of violation
of information security by the internal employee, i.e. prevents so-called internal threat
of integrity of information. On the other hand, in certain cases, cancellation of any actions,
or modification of records is simply necessary owing to the objective reasons.
For permission of this contradiction, in ABS the accurate system of roles and powers
of corporate users (the staff of bank) which in turn has to be coordinated unambiguously with
internal organizational structure of the bank has to be built.
The rights and duties of corporate users (the staff of bank) have to not only coincide with
functionality of ABS, but also with their competences within the carried-out labor functions,
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and the interaction model has to present a certain final activity graph which unambiguously
fulfills any possible entrance situation to ABS.
What will more stoutly satisfy this condition, especially the business model of operating
activities of bank with application of this ABS will be effective.
In other words, any deviation from the standard course of events has to find working off
as a part of functionality of ABS with involvement of the mechanism of expeditious connection
of employees with the corresponding roles and powers which, in turn, have to be provided in ABS.
For an explanation of the above, it is necessary to give the concrete example taking place
in fact.
Two clients addressed to bank for opening of the letter of accreditive (the letter of accreditive –
the conditional liability assumed by bank (issuing bank) at the request of the payer to make
payments in favor of the recipient of means upon presentation of the last of the documents
corresponding to conditions of the letter of accreditive or to confer powers to other bank (the
executing bank) to make such payments) at execution of the transaction of purchase and sale).
The bank worker began to make out the letter of accreditive for what it is necessary to enter
all data on the opener of the letter of accreditive, the contract of purchase and sale, and
conditions of execution of the letter of accreditive.
According to the available rights in ABS, the bank operator has no right for performance
of this operation without confirmation of operation by the senior manager of bank, as was made.
However, and to print out the document (the draft copy of the document) on paper (for check
and verification of the completed data) the operator without confirmation of operation by the
senior manager is also right has no.
Thus, ABS allowed to print out the document only after confirmation of performance
of operation by the senior manager having the relevant rights in ABS.
After that, in the shown document clients of bank found typos (inaccuracy) which need
to be corrected. It would seem, the client did not sign any documents yet, and it is logical
to make these corrections then to unpack the corrected form for the signature.
However it became clear that listing of the document is possible only after confirmation
of operation by the senior manager, and after listing neither the operator, nor the senior
manager can make corrections to the document. Moreover, as the client of bank on the printedout document a ball pen led round mistakes, it is just necessary to reprint the document anyway.
But ABS allows to print out the document only once (in the necessary number of copies).
Situations when it is impossible to print out the document repeatedly (for example, on a case
of jamming of paper in the printer) or when it is impossible to print out the draft copy of the
document for verification before confirmation of financial transaction, in itself are already strange.
However, what actions are possible further in this case? It is logical to assume two ways:
– intervention of the employee having powers on updating of data in ABS and the
corresponding role and the rights in ABS;
– cancellation of operation and removal of data from ABS with repeated execution of the
procedure anew.
Originally the operator and the senior manager of bank tried to go on the first of the abovenamed solutions of the arisen problem, having addressed to service of internal corporate
support of bank. However numerous negotiations with various employees and attempts to make
changes in record in ABS were not crowned with success. Employees of support of bank rendered
a verdict about impossibility of modification and correction of mistakes in records. From this
it is possible to draw a conclusion that, or the corporate user with the corresponding role and
the relevant rights is not provided in ABS, or the structure of ABS will not be coordinated with
organizational structure of bank, and this functionality is not involved.
In the second turn the operator and the senior manager tried to cancel operation, however
at the same time the following became clear:
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– operation cannot be cancelled immediately, on it the long time is required;
– the operation commission is already charged off the customer account and it is impossible
to return it.
Clients spent in bank several hours, at standard time for performance of this operation
about 20 minutes that is unconditional, unacceptable, and raises safety issues in the context
of a modern business conduct [6]. As the staff of bank got out of this situation, the author will
describe in one of the following articles.
Here it should be noted that it is available there is a contradiction between functionality,
the rights and roles of corporate users, algorithms of functioning of ABS, and problems
of ensuring information security when carrying out financial transactions in banking
institutions [13; 14].
Results
In this work the way of improvement of management in the bank organizations integrated
with the internal information automated systems of bank, and directed to the guaranteed
permission of the problem situations arising during operating activities of bank is offered.
In terms of organizational and administrative model of business processes, their normal
performance has to be result of any operations. At emergence of an atypical situation
(difficulties, mistakes, failures), such atypical situation have to be resolved for acceptable
time. On each group of atypical situations it is possible to make model of their processing
in the form of the focused activity graph (fig. 1) in which the problem of “i” which arose and
demanding permission initiates start on implementation of the corresponding procedure
described by an activity graph. The state “about” which will allow to return to normal conditions
of performance of business process that means full permission of the arisen difficulties always
has to be result of implementation of the procedure.
The focused count thus, has one entrance problem of “i” and one final state “about” which
always has to be achievable.

Figure 1. Model of processing of a problem event in the form of the focused activity graph

Intermediate problems of Z1 … Zn represent the specific actions performed by these or those
staff of bank, are a part of their competences and powers of office and also can be realized
according to the rights which are available for them in ABS. In particular, treat such tasks:
registration of an event, data validation (records), specification (updating of data), etc. Tasks
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communicate among themselves transitions of C1 … Cn, each of which comprises a performance
condition.
As the algorithm of functioning of the focused count is accurately defined, the business
procedure of permission of problem events can be built easily in the internal systems of document
flow, account and control of performance of working tasks of staff of bank, having established
thus horizontal and vertical connection in administrative model of internal interaction between
the staff of various services and divisions of bank.
Discussion
Automation and digitalization of modern technologies of storage and information processing
demands introduction of new approaches to functional providing banking information systems
and management of information security [9].
The existing models of management and their information support in the automated systems
in general conform to key requirements for information security, but have no sufficient flexibility
and do not consider all branches of possible events. A reverse side rigidly built the politician
in information systems is the new complex of the threats connected with emergence of the
atypical situations requiring the operational solution in the operating business processes.
First of all it should be noted need of improvement on the basis of scientific approach
of organizational and administrative models in financial and credit structures [10; 3] and
in interrelation with them – management of information security [12].
Along with need of reduction in compliance of the ABS functional models with an invariant
tree of business processes in organizational and administrative model of the bank organizations,
there is also a problem of technical implementation of ABS at the level of development, testing
and support of the safe software (SS).
It is possible to formulate the following ideas of SS. Algorithms of functioning of SS have
to be under construction in such a way that the beginning of the subsequent action can be made
only after completion of the previous action, and there should not be at all a situation when
the mistake or incorrectness of information processing on the previous step bring the operator
into an impasse. From these positions, for an exception of impasses, it is necessary to provide
profiles of the users having rights for correction or cancellation of certain actions. The operator,
under what powers he would not be, has to know, see and understand what consequences will
have completion (confirmation) of implementation of the current procedure.
It should be noted that at the moment specialists in a profile of safety of the software
just do not exist [11], and in the near future, taking into account large-scale digitalization
of economy, the need for the experts capable to ensure safety of the software, will only
increase.
Conclusion
Modern financial credit institutions which chief representatives are banks represent complex
organizational structures in which the requirements for information security established by set
of standard and legal documents have to be fulfilled and also be provided operating activities
which efficiency is defined by organizational and administrative model, internal structural
interrelations and functionality of the automated information systems.
The conducted researches showed that in some cases in the bank organizations there are
essential shortcomings of organizational and administrative models and the mismatch between
the functions of employees and algorithms of information processing put in the automated
systems is defined.
The most brightly specified shortcomings and contradictions are shown in case of unevident,
atypical situations, one of examples of which is considered in this article.
Elimination of the revealed contradictions is a necessary condition of further development
of the financial and credit sphere as independent industry in the conditions of digital economy.
For this purpose it is necessary:
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– improvement of management in the bank organizations, introduction of vertical and
horizontal communications between the authorized staff of various divisions of bank;
– development and deployment of models of processing of atypical situations in the course
of performance of business processes;
– integration of models of processing of atypical situations in the course of performance
of business processes with the operating systems of document flow and control of performance
of working tasks;
– development of requirements to the safe software realizing the ABS functions;
– initiation of the new direction of training of specialists on a profile of safety of the
software.
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Adaptive models are well-known in economic forecasting problems [7]. Basically, they are
recommended to be used in the development of short-term forecasts, considering, that the
maximal efficiency of the adaptive method appears exactly in such kind of calculations [4,
p. 416; 6]. It’s rather difficult to object to this point of view. Actually, using adaptive models,
it is possible to reflect short-term changes in the dynamics of the modeling processes and take
it into account while the extrapolation calculations. It is possible that this is one of the major
properties of the model with an adaptive mechanism, but, in our opinion, not the only one.
First of all, we note that the properties of adaptation are inherent as in wildlife, so in economic
systems [2; 8, p. 104]. As a rule, the results of adaptation do not always appear clearly, because
they are cumulative. But if we wouldn’t not take into account the hardly noticeable adaptive
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changes, then the time will come when the accumulated “invisibility” will turn into a result
of a catastrophic nature. Therefore, when modeling the future, for example, using imitation
models which are often used for this and which do not take into account the possibility
of reflecting adaptive effects, you can get a result that does not adequately describe the
true development of the simulated system. In this regard arises the exact question about the
expansion of the practical use of the adaptive modeling principles. Considering abovementioned
reasoning, it’s easy to understand, that these facts concerns the question dealing with the use
of the adaptive models in imitation modeling, first of all.
Imitation modeling is based on a very simple and absolutely clear idea of the mathematical
description of the real behavior of the object being modeled. Imitation modeling is based
on a very simple and absolutely clear idea of the mathematical description of the real behavior
of the modeling object [2, p. 239]. In fact, this idea is applicable for research when solving
of any scientific problem, including those that are difficult to formalize. First of all, still,
it concerns those tasks, which solution is focused on obtaining of results related to the future.
So the imitation modeling is especially relevant when studying the processes of socio-economic
development of subjects, when classical models do not allow to get the desired result, and fullscale experiments do not make sense, because in principle they cannot be carried out.
The term “imitation” is a fairly common concept in modeling, because it has no a strict
orientation while use when solving a well-defined type of problems. Of course, this makes
it difficult to determine an adaptive-imitation model due to the fact that any mathematical
model can be called already imitative yet, since with its help, for example, a certain trajectory
of change of the economic indicator is determined [1]. In a more complicated situation,
a mathematical model is used to simulate the predicted values, and to its calculated value adds
a random variable. In a number of works, such a procedure is usually called an imitation model,
where the regularity is reproduced by the mathematical model, and the possible variations
of deviation from the regularity are simulated by sensor of a random numbers.
There are other approaches to understanding of the imitation model. Sometimes, the
imitation procedure comprehends like averaging of the values of multivariate calculations or,
for example, considered that, unlike the mathematical model, a higher level of detailing is used
in the imitation model.
It is difficult to argue against the given determinations of imitation, but it is worthwhile
to recognize that these determinations are mostly private in nature. A more general definition
of imitation modeling is given in [3, p. 380]. In all of these definitions, all possible variants
of imitation models are divided into three classes according to the level of imitation of the
actually observed process. The first class includes models able to reproduce the imitation of the
law, according to which acts the modeled object or the process. The second class includes models
that are used to imitate the law and random variables which characterize possible deviations
from the law. The third class includes those models that are used to imitate the behavior of the
object being modeled, the law of its functioning, and random variables.
It is obvious that the adaptive imitation model can belong to a class not lower than the second.
In fact, the model has two components: adaptive and imitation. The adaptive component in the
form of an adaptive regression model, as it is easy to understand, is responsible for reproducing
the pattern in accordance to which the modeled object functions. Moreover, if there are changes
in this pattern, and in economics it is a common phenomenon, then the adaptive mechanism,
capturing these changes, performs the adjustment of the model, maintaining its adequacy level.
The imitation component, which is responsible for reproducing possible deviations of actual
values from the calculated ones which are obtained using the adaptive model, supports the
necessary diversity in the modeling results.
Adaptive imitation models are, no doubt, not lower than second class. But considering some
features, it seems to us that these models can also be attributed to the third class. If we assume
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that the behavior of the object being modeled is determined by the possibility of choosing
the law of functioning, then the adaptive imitation model provides a change in the law
of functioning, which is equivalent to choosing a new behavior. Consequently, with the help
of an adaptive imitation model, the imitation is carried out both in the area of behavior, in the
area of laws, and in the field of random variables. In this sense, this model can be considered
universal.
There is another feature of these models that should be discussed. First, we note that the
imitation modeling, realizing the idea of imitating real processes, in fact, includes almost
all mathematical models, dividing them into classes. Following the above classification,
we justified that this model can be attributed even to the third class. At the same time, the
features underlying this classification are overly generalized, thus making it impossible to more
precisely specify the type of the model under consideration. It is obvious that this model has
the ability to carry out calculations in the imitation mode, and therefore it is imitative, but this
possibility is realized using an adaptive mechanism, therefore, it is adaptive, since it has adaptive
properties. From these arguments, we can conclude that the model has specific properties, due
to which we can speak of a new type of models, which we will call adaptive-imitative ones. This
term accurately reflects the main features of this model.
Turning to the description of the scheme for constructing an adaptive-imitative model,
we note that there is no unambiguous approach, and we present one of the possible variants
of such a scheme. A great variety in this scheme is introduced by the variants of the adaptive
approach [5, p. 336]. It makes sense to use for this purpose the basic version of the adaptive
model, which will allow, in the future, if necessary, to carry out all sorts of modifications of the
adaptive-imitative model.
The description of the scheme for constructing an adaptive-imitative model is based on the
adaptive multifactorial regression [3], which is written as follows:
=
yˆt +1 xt +1bˆt ( α )
bˆt +1 (α)= bˆt (α) +

=
Ct−+11

(1)

Ct−1 xt' +1
[ yt +1 − yˆt +1 ]
xt +1Ct−1 xt' +1 + α

(2)

1  −1 Ct−1 xt' +1 xt +1Ct−1 
Ct −
,
α
xt +1Ct−1 xt' +1 + α 

(3)

where yt +1 is the actual value of the modeled indicator in the proactive period; yˆt +1 is the
forecast estimate; xˆ t +1 is the vector of factors values in the proactive period; bˆt +1 are the
−1
corrected values of the coefficients of the adaptive model; Ct is the inverse matrix to the
matrix of the system of normal equations for t observations; α is an adjustable parameter
of the adaptive model.
For convenience, we introduce into consideration the prediction error
e=
yt +1 − yˆt +1 ,
t +1

(4)

which represents the difference between the actual value and the predicted value. This error
should be understood as the value that determines the level of mismatch between the model
and the real state of the process being modeled. In cases where et +1 is known, the adaptive
model mechanism for given values of the factors xˆ t +1 and the adjusted parameter of the
adaptation of α changes the model coefficients so that this mismatch is minimized. But,
unfortunately, this error becomes known only when the actual value is already known
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at a preemptive point in time and the need for predictive calculations is almost eliminated.
In other words, the adaptive mechanism operates with a single time delay, which is why the
degree of imitation of the model does not reach high consistency with the preemptive period,
which does not allow to reduce the level of prediction error.
If the adaptive mechanism is not presented with the actual prediction error et +1 , but with
its value obtained using a random number sensor, then the adjustment of the coefficients
of the adaptive model can be carried out without delay. In this case, as it is not difficult
to understand, there is achieved the time synchronization of the changes that occur in the
modeled process and are reproduced by its mathematical model. At the same time, the level
of consistency might be very low between the real changes and the modeled ones, since the
model is adjusted not by actual deviations, but by those obtained using a random number
sensor. Normally, the coincidence of actual and imitated deviations may occur, but such
an event is extremely rare. Thus, on the one hand, due to synchronization, the level of imitation
is increased, and the level of accuracy of approximation may even decrease. This naturally
indicates the deterioration of the adaptive properties of the model. Also, in this case, the
model ceased to be adaptive. Now this is an adaptive-imitative model, which has a completely
different set of properties and which has a completely different purpose. In the case
of a single-time imitation, it is not critical for the model to provide prediction accuracy, but
the plausibility of a variant describing one of the possible trajectories of the dynamics of the
process being modeled.
The peculiarity of using an adaptive model in imitation calculations requires a special
explanation, the meaning of which is that in order to more fully imitate the actual process,
it is not enough to use, even with repeated use of a random number sensor, only one random
variable that simulates a prediction error. The problem is that the mismatch between the model
and the real process is described not only by the prediction error. The prediction error is the
result of inaccuracy of the model itself. But if we assume that the coefficients of the model are
defined absolutely precisely, then, in this case, the mismatch is usually preserved. The nature
of this mismatch differs from the nature of the prediction error; it is explained by the objectively
existing random component of the real process. At the formal level, it is convenient to present
the value of this mismatch as an approximation error.
εt +1 = yt +1 − xt +1bˆt +1 .

(5)

Thus, in order to bring the level of imitation to a level that, in essence, will ensure
at the qualitative level an almost complete coincidence of the simulated and real process,
it is necessary to use in the computational scheme of imitation calculations not one, but
two random variables, one of which simulates a prediction error, and the second imitates the
approximation error.
The integrated algorithmic sequence of calculations necessary to obtain the result of adaptive
imitation is shown in the following Figure 1.
Beyond the discussion about the need for imitation calculations to use two random variables,
the question remains of identifying the distribution laws of these random variables. The matter
is extremely important as the final results of imitation calculations largely depend on this
identification.
One of the possible answers to this question can be found in the procedure of constructing
an adaptive model, which provides for the stage of its training, within which the optimal value
of the α adaptation parameter is determined. The accuracy of forecast calculations largely
depends on this parameter. In a sense, with its help, the correlation of old and new trends in the
predicted trajectory is determined. The value of this parameter is between zero and one. When
values are close to zero, newly emerging trends dominate in the forecast trajectory, and when
values are close to 1, trends from the previous period prevail.
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Figure 1. Imitation calculations using an adaptive model

For an adaptive-imitative model, the role of this parameter is preserved, and, at the same
time, it can turn into a subjective factor that provides the possibility of realizing the plans
of developers of forecasting options.
At the stage of defining the optimal value of the adaptation parameter, time series can
be easily formed from predicted errors and approximation errors. The data on prediction errors
and approximation errors generated at this stage are then conveniently used to identify the
corresponding probability distributions of those random variables that will afterwards be used
in the imitation of the predicted trajectory. In fact, the adaptive model customization stage
in the extended version is used for customization and adaptive-imitative model. Moreover,
the implementation of this extended configuration stage, providing for the identification
of probability distributions, greatly complicates the procedure for constructing an adaptiveimitative model as compared with the adaptive one. Thus, the adaptive-imitative model can
be considered suitable for carrying out calculations only after determining the adaptation
parameter, the probability distribution of prediction errors, and the probability distribution
of approximation errors.
In the above scheme, the adaptive mechanism has no connection with the actual process,
responding only to the values generated by the random number sensor and playing the role
of deviations from the actually observed process. In fact, the calculated value yˆt +1 thus obtained
is some implementation of a random function. It is clear that each such implementation,
obtained in accordance with the given calculation scheme, is not a point belonging to the real
process. Most likely, it is the point of one of the possible trajectory variants of the real process.
Technically, this option may be a true trajectory, but the probability of such a possibility
is extremely small. To get away from obtaining purely random imitation results, it is necessary
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to include an averaging procedure into the prediction calculations scheme. Moreover, this
procedure can be extended both to obtain the adjusted model coefficients and to obtain
averaged predicted values. As a rule, the plausibility and at the same time the reliability
of imitation calculations significantly increases in this case.
In conclusion, we note that the stated approach to the construction of adaptive-imitative
models is focused only on the simplest version of adaptive regression. The arsenal of adaptive
modeling is quite rich and clearly has great potential for the further development of adaptiveimitative modeling.
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Syria holds a unique position in the Arab world. This country is rightfully called the “cradle”
of Christianity, since it is from here that the biblical history begins. A number of most important
holy sites of the Christian world are in Syria [1].
The origins of the Syrian Orthodox Church lead to the Early Christian Antioch communities
mentioned in the Acts of the Apostles. At the dawn of the Christian era, the Church of Antioch
was one of the most important centres of the emerging doctrine [6, p. 45].
The capital of the Syrian Arab Republic – Damascus, one of the most ancient cities in the
world, houses now the residence of the Patriarch of Antioch [10].
The holy apostles Paul and Barnabas [2] preached on the Syrian land, which resulted in the
emergence of a church community the members of which called themselves Christians, for the
first time in history. One of the first cities where Apostle Paul [9, p. 196] preached was Damascus.
The most ancient and the main church in Syria is the Antioch church.
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Many outstanding Christian ascetics and thinkers originated from Syria, among them:
Ephraim the Syrian, Isaac the Syrian and John of Damascus [2].
Orthodoxy is the largest Christian confession in Syria; the second largest community is the
Armenian Apostolic Church.
By the middle of the 20th century, 86% of the total population of Syria, which amounted
about 20 million people by that time, were Muslims (Sunnis, Shiites and Alawites), 10–15% were
Christians (Orthodox, Catholics and Protestants).
Muslims and Christians share common spiritual values: faith in one Lord, in life after death,
in responsibility before God for what one has done. Muslims and Christians in Syria consider
themselves a single nation, and the Syrian government supports representatives of the both
religions [5].
The main Christian denomination in Syria is Orthodoxy, however the Syrian Christian church
is represented also by other confessions: Jacobites, Syrian Catholics, Armenian Gregorians,
Armenian Catholics, Maronites, Protestants, Latin-rite Catholics, Greek Catholics.
The shrines of Syria
The history of many civilizations and cultures has its roots in Syria – one of the oldest
countries in the world. Numerous cultural monuments and ancient monasteries have survived
on the territory of Syria to our time. Here one can find Roman buildings and Byzantine temples
erected over the previously built ancient temples.
Simon Al Amoudi (IV) was an outstanding Syrian devotee and ascetic. Trying to escape
from the envious brethren, he found a huge stone and chained himself to it, spending his days
in prayer and sermons. The new ascetic course was widely spread among the followers of Simeon
Stylites. In the 476–490’s, a cathedral dedicated to Simeon Stylites was built near Aleppo.
Umm Zunar. The Holy Apostles Peter and Paul preached in a city of Homs where a Christian
community was formed by the middle of the 1st century. In the year 59, the Blessed Virgin Mary
Cincture Church was erected here (Umm Zunar) [11].
A great shrine – the Cincture of the Blessed Virgin Mary – is kept in one of the side-chapels
of the church – in a small room, in a niche framed by a pediment on the columns. A large icon
above the entrance to the temple depicts the scene of transferring the cincture to Apostle
Thomas – “The Christ’s disciple is kneeling with his arms raised. The Virgin Mary, surrounded
by the angels, is descending to him from the sky in a cloud. She has a golden-colour belt in her
hands” [4]. This church is one of the most important religious monuments of the city.
The Monastery of St. George
Near the town of Homs, in a place called “The Alley of Christians”, on an ancient Roman road,
is a monastery of St. George. The history of the monastery goes back to the time of reign of the
Byzantine emperor Justinian (the 6th century). The Monastery of St. George (“Mar Georgius”)
is considered to be one of the centres of Orthodoxy in Syria.
A small Syrian city – Maalulya [3] is the most famous of the towns that have lived to our
days, where the main language of the population is Aramaic – the language spoken by Jesus
Christ. According to a German Oriental scholar Warren Arnold, the Arabic language traces its
origin to the Aramaic in terms of pronunciation and number of letters in the words. Many
of the Arabic words and names known to us have Aramaic roots, for instance: “Damascus
ْ ) ِد َم, Aramaic Damascus ([ ”) ِد َمسْ ك3, p. 19]. The Aramaic language is very rich and eloquent:
(شق
“Aramaic is one of the most beautiful preserved languages today for composing songs, poems
and folk ballads” [3].
Maalulya
The World Heritage Committee of the United Nations Organization entered this city in the list
of world-famous archaeological monuments. Maalulya, in terms of its sacred value, is one of the
most important spiritual centres of Orthodoxy. Here, in one of the caves, the Holy Equal-to-theApostles Thecla lived and was buried.
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Syrian music
Syrian music is the underlying foundation of the modern Syrian music: having a deep-rooted
history [7] and ancient origin, it has retained its style and melody.
There is no doubt that over time and owing to the oral form of conveying the musical heritage
from generation to generation, one can find some traces of influence of the neighbouring
countries in Syrian music. However, a researcher can conclude, in the course of comparative
analysis, that most of these melodies still embody the soul and passion of this region
(Mesopotamia, Syria, Palestine, Jordan).
The ancient Syrian melodies, before the onset of the Christian era, existed in two levels,
as it was common for all nations: the first level was folk music (folklore), the second level –
professional music performed in palaces and temples at festive ceremonies.
After the emergence of the Christian doctrine and erection of the first churches (the first
in Jerusalem and the second in Antioch), the process of people’s entering into the new religion
was very slow – until the Christianity spread to all country areas and beyond them, and the
Syrian Orthodox Church was established in Antioch. The Syrians tried to stand out within the
church doctrine (to show the specific Syrian features), which led to confrontation with other
(not Syrian) churches, especially the Byzantine church. The Syrians preferred the most popular
and simple melodies and spread them among ordinary people, impregnating them as well into
the church music. At the end of the 4th century, the preservation and development of church
melodies was attributable to Mor Afrem Al-Syriani, a famous teacher; he set up a female choir
performing church melodies, for the first time in the history of the Christian church.
The Syrian music passed a long way of development; every historical and cultural epoch made
its contribution to the church musical heritage. But much in the church music was lost because
of the absence of musical notation.
The distinctive features of Syrian music are:
1) verbal form of conveying the musical heritage – the people conveyed it across the
generations through listening and preservation;
2) Syrian melodies are distinguished by simplicity and spontaneity;
3) it contains gaps between quarter notes, like in the Middle-East music (Arabic-TurkishPersian);
4) it depends on categories: tripartite, four-part, five-part (Beat, Rasd, Sika, Hijaz);
5) the musical sentences have a distinctive special rhythm;
6) some of these melodies are humorous and have parallels with poetry;
7) Syrian music has a folk character.
We believe that Syrian music is a point of fusion of four important vectors:
1) Pre-Christian music, the words composed for this music, the music of ancient pagan
temples;
2) traditional melodies of Syria, Assyria and Armenia, supplemented with texts of prayers;
3) tractates and scriptures of the founding fathers of the Syrian Orthodox Church and
of topmost clergymen
4) Byzantine music (qawanin junany ya – literally: Greek laws) – pride of place in the Syrian
Orthodox Church.
A part of Syrian hymn:
“Jesus the Saviour, You sacrificed Yourself
And accepted suffering in Your human nature
And drank the bitter cup of death.
You taught us hope in the resurrection”.
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The Syrian Christian Saint John Damascene is considered to be the largest systematiser of the
Christian doctrine. He composed a number of Palestinian canticles (“hymns”) consisting of nine
interconnected odes. Every canticle of the canon contains an introductory troparion, as well
as 3–4 troparia with different texts, performed in the same measure and with the same melody.
By the 10th century, the musical interest shifted to diversification of the melody. St. John
Damascene revealed many specific features of Syrian ecclesiastical monophonic music.
He created many melodic psalms, as well as the “papadic style”.
Human voice is especially important in performing Syrian music, since the ecclesiastical
music heritage was often conveyed in oral form, and much depended on the listener.
The main features of performance of Syrian melodies and chants are:
1) simplicity of melodies and performance technique, which included: a) no melismata; b)
no lengthening of melody endings; c) monophony;
2) common-people’s prayer: the Syrian Orthodox Church is a church for ordinary people,
therefore the sermon should be unsophisticated, for every believer to understand it;
3) tranquility and spirituality.
The manner of performance included the following elements:
a) emphasis on feelings and emotions;
b) striving to achieve spirituality through devotional prayer.
Nouri Iskander
A key figure in the Syrian culture is Nouri Iskander [8]. He studied the Syrian music and its
place in the Arab musical culture.
Nouri Iskander has been collecting and recording Syrian melodies belonging to the music
schools of Rhha (Orfa) and Deir Al Zaafran, from 1968 [12].
Among the most important works created by Nouri Iskander are remarkable compositions
“Akhaat”, “Nemi Omran”.
Syrian music originated as early as at the beginning of the Christian era. The early religious
melodies emerged from ancient pagan compositions, supplemented with new Christian texts
and concepts. The creators of these melodies were Maravam, Marabola, Jacob Saruji, Shimon
Al-Fahari.
Syrian music is distinguished by simplicity of musical compositions and orientation at simple
life rhythms.
Musical compositions:
1 – The dialogue of love
2 – The concerts for lute and cello
3 – “Three-part string” – a composition recorded in Osnabruck (Germany, 2008)
Many compositions have not yet been officially released: for instance, a series of poems
united by one special theme. Among them is a poem “Khatama” by poet Hussein Hamzi, which
has already been performed, but not yet been recorded on CD. The name of this poem in the
Aramaic language is “Barqana” – which means “to enjoy”. It was performed in Sweden in 1989.
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Introduction
Over the decades, Mexico has been considered a leading actor on the regional affairs
in America, not only due to its closeness to the United States of America, but also because
of the leading role taken in order to preserve world peace through peaceful resolutions, through
negotiations that do not jeopardise global stability and more importantly without stepping into
other States’ sovereignty.
For most of its time as a sovereign country; Mexico; has committed to follow a non intervention
policy with regards to its relations diplomatic and it has been a policy that has worked out
in several occasions as an example of how a foreign policy should be handled diplomatically.
Mexico’s foreign policy has been followed the guidelines of the “Estrada’s doctrine” and
in numerous situations has been an exemplary role model worldwide. Nevertheless in recent
years, Mexico’s foreign policy has been quite random, to the extent that during the presidency
of Felipe Calderon (2006–2012) the National Constitution was changed in order to include
democracy as part of the principles of the Mexican Foreign Policy, alongside with the promotions
of human rights. This change has made that instead of remaining as a neutral international
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actor, the advocacy for preserving democracy has made the country’s foreign policies and
actions lean towards aligning more with the USA.
The question that arises now is whether this alignment will continue like this now that the
“opposition” has taken the government of the country; or will it lean more towards the other
side; or in the best case scenario, will it stay neutral? In any case the outcome of any of these
situations will have an impact on the regional dynamics.
Foundations of Mexican Foreign Policy.
Mexican foreign policy at the beginning of its independent life sought recognition and
rapprochement with Great Britain and the United States in order to dissuade Spain from
an adventure of reconquest therefore trying to create a balance with the United States. B the
start of the XX century, Mexico was in the midst of a social revolution, full on instability, not
only within the borders of the country (due to the political movements, violence, etc.) but also
had an unstable role on the international sphere because of the neutral role taken towards the
World War I conflict.
It was during the presidency of Alvaro Obregon that Genaro Estrada took an important role
while seeking for international recognition of the newly re-formed Mexican State. The main
objective was to project a strong, stable government; nevertheless it was a difficult task
since one of the arguments was that the United States strongly disagreed with the Mexican
Constitution of 1917 which protected the natural resources within Mexican territory from being
exploited by foreign companies.
The main objectives of Estrada within the foreign policy during his period as secretary
was to seek a national reconstruction, as well as to consolidate, through industrialization,
the country against the exterior as a capitalist nation. Estrada had to face a Mexico full
of changes, in which the society still hurt by the war and the revolution that they had just
witnessed demanded a peaceful environment with a prosperous future that would provide
them with better opportunities. In addition, with the policy of solidarity, non-intervention
and self-determination, Estrada sought to have Mexico represented as a mediator in the
conflicts in Latin America, role which won his leading place on the region for decades
(Hernandez, 2017).
For many years Mexican foreign policy has been a faithful follower of the, above mentioned,
principles of non-intervention, self-determination and solidarity and a clear example of this was
the part taken during the Cuban revolution.
According to Euridice Gonzalez, from the triumph of the Cuban revolution, the US started the
promotion of an isolation policy towards the island which led every session of the OAS to become
the perfect diplomatic space to push towards the expulsion of Cuba from the organization and
eventually its isolation; to which there was a panel of opposing States, leaded by Mexico. The
OAS’ sessions became a scenario were at the end only Mexico opposed the sanctions against
Cuba. Mexico’s position was based on a tradition of international prestige, demonstrated
in international forums, in which it had become clear that in regards of foreign policy the nonintervention policy was the central axis; this became clear when Mexico issued a negative vote
against sanctions against Cuba in Washington (2006).
The Estrada doctrine was also to some extent a countermeasure for the Monroe doctrine,
the fundamental idea of this doctrine can be summarized in a historic phrase that has become
famous: “America for Americans”.
Although the purpose of this statement was intended to convey a desire on the part of the
president of the United States: that the American continent was no longer subject to European
colonialism but that all the countries of the continent should have full independence; the real
pretension concealed the US intention to decisively influence the path of the nations on the
continent therefore, it is well known that the true spirit of the Monroe doctrine was to legitimize
the influence of the United States throughout the American nations as part of its sphere

23

CONTEMPORARY PROBLEMS OF SOCIAL WORK

of influence at first in a continent with countries that just had reached their independence
(or were on their way to), and later on a bipolar globe in order to stop communism.
The participation of the Mexican State in the discussions of the League of Nations created
an international image that was polished by condemning actions in which States invaded
foreign territory or foreign governments influenced the internal politics of the State. A great
example of this, was the condemnation of the the invasion of Hitler to Austria and the support
of the Nazi regime to an aggressive national policy within Spain. As described by Jesús Silva
Herzog, Mexico (under the Estrada’s diplomacy) became the image of a country “that was
always complying with its external obligations contained in the Covenant of the Society [of
Nations]”(1975).
What happened to the neutral Mexico?
Unfortunately, in a new international context, where the public opinion of the masses within
the States, leads to a trial on international forums of participation in third States in defense
and support of Human Rights; where international humanitarian law puts evidence of the
participation of governments in world development and demands new positions, the three
foreign policy principles established by the before used Mexican foreign policy found a limit:
the strong interdependence of today and globalization (Pellicer, 2014).
During the last three presidencies, Mexican foreign policy was oriented (especially during the
presidency of President Pena Nieto), according to the government, on two primary objectives:
a) strengthen the bilateral relationship with the United States and b) “strengthen the presence
of Mexico in the world”. In a highly globalized world, the principle of self-determination
of peoples is much clearer. It must be remembered that self-determination is not the same
as isolationism, it is simply internal politics that is managed internally (Presidency of the
Republic, 2017).
In the presidential elections of 2000, expectations about the future of Mexican democracy
and the leadership of Vicente Fox were high. The so-called “democratic bond” – the merits
of having gone through democracy after 70 years of authoritarianism – gave the country
a renewed legitimacy on the international arena by offering opportunities for it to assume
greater diplomatic influence in different international forums.
Vicente Fox, in particular, had the opportunity to occupy a place of preponderant influence
among the leaders of the world or, at least, of Latin America. Nevertheless, his six years
in the presidency were, diplomatically, marked by two events, one of them favoured Mexico’s
as an international actor and the other one diminished the country’s image as a leading
diplomatic figure on the region.
In favour, was Mexico’s participation in the UN Security Council, in which the country
managed to maintain a position against the intervention of the United States in Iraq. This
decision brought international recognition to the new government, but at the same time the
relationship with the US grew colder and did not achieve an immigration agreement or advanced
in any other way the integration with North America. On the other hand the votes “against
Cuba” in the UN Human Rights Commission distanced Mexico from a number of other countries
in Latin America. While it is exaggerated and inaccurate to argue that Mexico was once “the
leader” of the region, it is necessary to recognize that relations with Cuba and Venezuela [were]
deeply affected, and that they became uselessly under tension with Bolivia, Argentina and – the
most delicate – Chile. [...] Mexico lost much of the prestige – translatable influence – that
it had in the region (Anaya, 2006).
At the beginning of this century, under the presidency of Vicente Fox, of the National Action
Party (PAN), Mexico put aside the Estrada doctrine. “With the advent of the PAN to power, a party
that has in its doctrine promote values of the liberal order, this diplomatic practice was modified,
which (as above mentioned) affected relations with Cuba. In the government of Felipe Calderón,
the Constitution was modified and the defense of democracy and the promotion of human rights
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was included as a principle of Mexico’s foreign policy, while remaining the principle of selfdetermination and non-intervention” (Prado, 2019).
When in 2012, the old party came back to the residency there were a lot of expectations
about the changes that the “renewed old party” could bring in regards of the Mexican foreign
policy and its place on the international arena. And as far as the general statement concerns,
there was a diversification strategy which looked towards new horizons, specifically speaking
about trade partners, achievement which was successfully achieved by the signatures of new
trade agreements outside the Latin American and European region, but the reality was in fact
a little different.
According to Forbes magazine, many experts agree that that the United States absorbed the
agenda of Mexican diplomacy, [referring to Trump’s aggressive foreign policy] of the first and
closest victims of the change of attitude of the world’s leading power towards its traditional
allies.
Corruption, violence and drug trafficking, mainly internal issues in Mexico, damaged the
image of the country abroad, according to experts on the subject. And this has prevented the
estrangement of the Estrada doctrine, of the non-intervention principle, that has followed the
EPN diplomacy to be questioned. “Mexico occupied for the first time one of the non-permanent
seats of the UN Security Council, because its work in the organization was considered
to be impeccable. But the struggle for human rights and democracy in other countries opened
a dichotomy: yes, but not to the inside of the country” explains Ramírez (2017). Referring to the
decision of Mexico, under the advice of former Secretary of Foreign Affairs, Videgaray, to condemn
and confront the regime of Nicolas Maduro. In fact, former Mexican foreign secretary was the
one who promoted the failed resolution of the meeting of the Organization of American States
in Cancun, the first in the country, to demand the release of political prisoners, the cessation
of violence and not to celebrate the National Constituent Assembly (Portella, 2018).
2018 – A new era for Mexican foreign policy.
It is quite arguable that recent governments in Mexico have followed a foreign policy
leaning towards building a good and more stable relationship with our northern neighbor while
forgetting, to some extent, the basic principles of non-intervention and self determination. But
what has been done and what is to be expected from the “opposition” government that reign
nowadays in Mexico?
In an international context where we can say there is a turn back to an America guided
by a Monroe doctrine, where Trump’s purpose is to create an America for Americans, in order
to preserve and follow its own national interest, the re-negotiation of the trade agreement
between Mexico, Canada and USA, the lack of stability on Latin America due to the crisis
in Venezuela and the changes in power in two of the most influential countries in Latin America;
Brazil and Mexico.
Andres Manuel Lopez Obrador, president of Mexico is leading now the alleged 4th
transformation in the country, and Marcelo Ebrard; Secretary of Foreign Affairs; stated that
Mexico redesigns its foreign policy to provide “new answers” to a world that suffers “profound
changes” betting on a diplomacy governed by the principle of non-intervention, even in such
controversial issues as Venezuela. “We are going to need new answers, we do not appeal only
to tradition, but also to imagination, and that is why I am talking about the design of a new
foreign policy”, “We are in a global context with profound changes, some very clear and very
accentuated, and others may not so much, but will have far-reaching implications”, Ebrard
also recalled that the country will be governed from now on the principles of non-intervention,
peaceful resolution of conflicts and self-determination of the people, based on the Mexican
Constitution (Ebrard, 2019).
The international community, especially the Latin American community, these days analyses
the new position of Mexico towards Venezuela with the new government of Lopez Obrador.
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At the beginning of the year, the decision not to accompany the Lima Group in its condemnation
of the new term of Nicolas Maduro has meant a turning point in the pressure on the regime.
Mexico, as mentioned previously, under the direction of Ebrard as head of the Ministry of Foreign
Affairs, following a policy of non-intervention, has come to face the disjunctive of projecting
either an image of endorsing Maduro’s regime or betraying the constitutional principle of nonintervention.
Mexico’s neutral position towards the crisis in Venezuela, has been highly criticised. The
OAS Secretary General, Luis Almagro, and the ex-presidents of Bolivia, Jorge Quiroga, and Costa
Rica, Laura Chinchilla, called on Mexico to reconsider its position of neutrality on the crisis
in Venezuela. During his participation in a panel of the Oslo Freedom Forum for Latin America,
held in the Mexican capital, the three politicians addressed the issue of the crisis in Venezuela.
“We call Mexico: big brother, get on the boat, recognize (as president) Guaidó and help fight
for democracy in Venezuela”, Quiroga said after pointing out that Mexico’s “neutrality” in the
“grotesque” case of Venezuela might have contagious effects in countries like Bolivia and
Nicaragua (in “el economista”).
According to Bermudez (2019) One of the most striking things about the proclamation
of Juan Guaidó as “president in charge” of Venezuela has been the international support that
he so quickly reaped. Immediately the United States government expressed its support and,
as previously mentioned, the Lima group with the exception of Mexico. Who backed by the
Estrada doctrine of non-intervention generated a gesture that meant a clear break with the
policy that had been applied by former President Pena Nieto, who during the last stage of his
government, Mexico had become one of the countries that promoted through the Lima Group
a tougher stance before the Maduro government.
The official confirmation of the renewed validity of the return to diplomatic practice that for
a long time characterized Mexico, came at a recent appearance by the Mexican Under Secretary
for Latin America and the Caribbean, Maximiliano Reyes Zuniga, before the Senate Foreign
Relations Committee where the high official was asked expressly about the validity of the
Estrada doctrine, especially before “the practice of authoritarianism and constant violation
of human rights” by the governments of Venezuela and Nicaragua.
It should be noted that beyond the initial comment that may have come from President Lopez
Obrador, the official position of Mexico on the subject of Venezuela was always the fact that
“Mexico does not participate in the non-recognition of the Government of a country with which
it maintains diplomatic relations”, the statement said. It should be noted that although the
Government of Mexico has not explicitly endorsed Maduro’s mandate, it signed a communiqué
with the Government of Uruguay in which the two administrations called for “dialogue among
Venezuelans”. Together, the Governments of Uruguay and Mexico are calling on all parties
involved, both inside the country and abroad, to reduce tensions and prevent an escalation
of violence that could aggravate the situation, says the document, published by the Uruguayan
Foreign Ministry (Rincon, 2019).
Beyond the official version, in the Mexican Foreign Ministry headed by Marcelo Ebrard, and
therefore in the Government of López Obrador, the idea that Mexico can play an active role
in the search for a way out of the Venezuelan crisis. Two sources close to the president say that
the intention is to explore any margin, however small, with the Venezuelan government and
avoid breaking with the madurismo to see if they are willing to do so. The same sources insist
that not having supported the Lima Group does not imply that Mexico does not care about the
violation of human rights in Venezuela, so they venture a message in this line in the near future
(Lafuente, 2019).
Just last Monday, on March 4th, the White House national security adviser John Bolton was
detailing the U.S. government’s hard line against the government of “dictator” Nicolás Maduro
in Venezuela on Sunday morning when he was asked by a CNN anchorman: How could President
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Trump oppose Maduro while having close ties to a few authoritarian governments, for instance
in Egypt and Saudi Arabia amongst others. The adviser’s response was that the situation was
different because Venezuela is in the Western Hemisphere. “In this administration, we’re not
afraid to use the phrase ‘Monroe Doctrine,’ and Venezuela is a country in our hemisphere; it’s
been the objective of presidents going back to Ronald Reagan to have a completely democratic
hemisphere” (Taylor, 2019). This is precisely one of the reasons that Mexican government
advocates for the non intervention principle, in order to expect the same reciprocity from
interfering on national issues.
While some experts applaud the position of the government of Lopez Obrador before the crisis
in Venezuela to continue with the principles that have governed the foreign policy of Mexico for
many years, others like Marco Morales; (Researcher Affiliated to the Autonomous Technological
Institute of Mexico (ITAM)); They believe that the first 100 days of this administration have
begun to reverse two decades of progress in foreign policy. A government that does not
participate abroad and does not accept international pressure is a government that protects
itself in advance from criticisms and interventions motivated by its internal attacks against
democracy and human rights. The return of the “Estrada Doctrine” aligns Mexico with the
positions of Russia, China, North Korea, Cuba, Bolivia, Venezuela, Vietnam, Syria... and we know
your appreciation for the protection of human rights and democracy. With the humanitarian
crisis in Venezuela, the so-called fourth transformation made a tacit announcement to the
world: Mexico renounces to intervene in the world in exchange for nobody denouncing what
happens in Mexico (2019).
Safe to say that the polarity on the decisions taken by the different governments regarding
the Venezuelan topic, has conveyed different feelings amongst the international community
and actors, and in words of Celso Amorim; former Brazilian Canciller during the two presidencies
of Lula da Silva and well respected diplomat; “We are at a moment of greatest tension in Latin
America since the missile crisis in Cuba, in 1963”, he explains. “For years, the deep American
state has tried to push back socialism in Latin America but the method here is typical of Trump;
impulsive and without taking into account the consequences” (2019).
It is certainly true that with Lopez Obrador, Mexico will look for new approaches to other
parts of the world to guarantee a less dependent relationship with the US. It has become clear
that a closer relationship and new opportunities from the bilateral relation with Russia is one
of the aims of the redesigned foreign policy.
According to Denis Lukyanov, it has been officialized that Andres Manuel Lopez Obrador
will come to Russia. The new president of Mexico accepted the invitation to visit the Eurasian
country. This same fact confirms that the relations between Russia and Mexico continue
to develop and it is possible that new records will be soon broken.
In consular matters, today Mexico is the only country in Latin America that maintains the
visa regime with the Russian side. However, it is expected that things will change very soon.
The same Russian ambassador Viktor Koroneli reported that in his talks with him, Lopez Obrador
promised to abolish the visa regime, a decision much desired by both sides for a long time.
Regarding commercial venues, “we are sure that Mexico has a lot to offer as a partner: various
inputs and services for its industries, consumer goods demanded by the Russian population,
global companies willing to partner with their Russian counterparts, capacity to take advantage
of investments, etc. It is a win-win relationship that must be exploited”, – stressed Juan
Ascencio, coordinator of economic issues of the Mexican Embassy in Russia.
Conclusion
Unfortunately it is not clear enough how or where the foreign policy in Mexico is pointing
towards. The decisions made by the president, of course with the advice of his cabinet are
notoriously random and has left many experts wondering about the reasons. There is an increasing
fear of Mexico following the steps of Venezuela, and even more after the decision to follow the
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Estrada doctrine of non-intervention and self determination of the nations. Nevertheless even
if it was with the sole purpose of respecting the Constitution there could have been a different
diplomatic protocol to follow in order to avoid a front confrontation with the “democracy
seekers”.
Needless to say that even if the foreign policy has not been handled adequately, the principles
that have characterized the Mexican diplomacy still stay, and that is to achieve resolutions
through peaceful negotiations of the parties involved, while proposing different scenarios
to solve crises, such as with Venezuela. With Andres Manuel Lopez Obrador, has not changed
that approach, and more importantly diplomats are looking towards regaining the role model
that Mexico used to have on the region and of course on the international arena.
Finally, to conclude this essay, on the occasions when the president of Mexico has been
questioned about his decisions regarding foreign policy, he has limited himself to commenting
that: “...regarding foreign policy, adherence to constitutional principles, which are valid for
a reason, it is part of the history of Mexican diplomacy, which has always been exemplary and
recognized worldwide” (quoted in adnpolitico.com).
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The Russian Federation, in the light of the deterioration of relations with Western countries
in recent years, several years ago actively began to pursue a policy of expanding cooperation
with Asian countries, the so-called “turn to the East”. The socialist republic of Vietnam is a longtime reliable partner of our country in many areas, our countries are historically linked very
much, in addition, Vietnam is an influential actor of the Association of Southeast Asian Nations
(ASEAN), therefore, in terms of strengthening our country’s positions in the Asia-Pacific region,
Vietnam is an extremely valuable strategic partner of the Russian Federation.
Unfortunately, after 1991 (the collapse of the USSR), contacts with Vietnam in most areas
almost disappeared, but since 2001 there has been a positive dynamic in the development
of bilateral relations thanks to the efforts of both sides, a number of joint projects have been
successfully implemented, but, unfortunately, at this moment, there are certain problems
in Russian-Vietnamese relations that prevent them from realizing their full potential.
Within the framework of the article it is impossible to analyze the whole complex of these
problems, therefore the author set the task to consider some issues of Russian-Vietnamese
cooperation in the field of international security, which is the strongest side of RussianVietnamese cooperation, but which, at the same time, is not without certain flaws, and chose
the purpose of his study is proposing concrete actions in this area, which would provide
an additional incentive to strengthen bilateral ties in both Russian and Vietnamese best
interest, as well as highlighting the problems that need to be solved first of all, this is why this
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study has a certain strategic importance for the “reversal to the East” policy pursued by the
Russian Federation.
The study is based on several methods of working with information: a method for analyzing
literature and sources; the study and synthesis of domestic and foreign literature and sources
on the topic; analysis of statistical data; analysis of thematic content, published in domestic
and foreign media over the last 6 months to identify new trends in relations between the
Russian Federation and Vietnam in order to forecast their development; methods of comparison,
specification and modeling.
To begin with, the author considers it appropriate to give a brief comprehensive description
of the Soviet / Russian-Vietnamese relations.
Diplomatic relations between Vietnam and the USSR, the successor of which in the field
of treaty-based obligations with other countries the Russian Federation began in 1992, were
established on January 30, 1950 after the recognition of the Democratic Republic of Vietnam
by the Soviet Union as an independent state from the French colonial administration.
Vietnam received considerable help and support from the Soviet Union in the Indochina
War, in the Vietnam War, in the armed conflict with China, in the post-war economic recovery,
infrastructure recovery, modernization of the People’s Army of Vietnam and in many other
areas. In fact, the USSR played a key role in the formation and development of Vietnam
as an independent state.
In turn, Vietnam also became an important strategic ally for the Soviet Union: in 1979, after
the conflict with China, Vietnam and USSR signed an agreement on the use of the port of Cam
Ranh as a naval facility for the Soviet Navy free of charge.
According to the agreement, 8–10 Soviet surface ships, 4–8 submarines and up to six other
ships could be stationed at the same time at the Cam Ranh. In addition, 14–16 rocket-carrying
aircraft, 6–9 reconnaissance aircraft and 2–3 transport airplanes were allowed to stay at the
airfield [1]. Therefore, within the framework of this agreement, the 169th Guards Independent
Mixed Aviation Regiment of the three squadrons of the aviation of the Pacific Fleet of the USSR
Navy, which included anti-ship missile carriers, naval reconnaissance targets, anti-submarine
aircraft, fighters and a helicopter detachment, was permanently based at the Cam Ranh airfield.
By agreement between the USSR Ministry of Defense and the Ministry of National Defense
of Vietnam, the number of ships and aircraft could increase. In 1982, with the commencement
of the basing of the 17th operational squadron of the Pacific Fleet, Cam Ranh received the
status of a naval base. According to the Soviet-Vietnamese treaty, the rent of the base was free.
The presence of such naval facility allowed the Pacific Fleet of the USSR/Russia to control
the south-western part of the Pacific and the entire Indian Ocean and, if necessary, very quickly
arrive in the area of the Persian Gulf, which is strategically important for the United States.
All this has created a solid Foundation on which relations between the two countries are still
based. However, by the end of the twentieth century, many problems had accumulated in almost
all areas of Vietnamese-Russian relations. This was largely due to the internal processes in the
Soviet Union, and then in Russia, the internal economic crisis of the 1990s, and also the collision
of interests of the USSR, Vietnam, China and the United States.
In the 90s of XX century in relations between Russia and Vietnam came the crisis and
stagnation. The reason for this was the foreign policy of the Russian Federation, according
to which all economic relations of our country at that time focused on Western countries,
primarily on the United States, and relations with countries – traditional partners, including
Vietnam, were almost forgotten. And Vietnam was forced to look for other partners, for the most
part, in the Asia-Pacific region.
In addition, the cooling of bilateral relations was the position that the USSR took in the late
80-ies in respect of the the Vietnamese-Chinese armed clashes in the South China Sea because
of the territorial disputes over the Paracel Islands and the Spratly archipelago (the Vietnamese
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name Hoang Sa and Truong Sa). The fact that the USSR did not take specific political and
military measures to protect the partner from Chinese aggression (although it was completely
in its power) in order to maintain friendly relations with China led to the fact that Vietnam
almost completely lost its political trust in our country.
According to the author, the root of most of the problems that currently exist in the
Vietnamese-Russian relations lies precisely in the economic focus of Russia on the West in the
90s of the 20th century to the detriment of relations with Vietnam, and the position taken
by the USSR regarding the Vietnamese-Chinese island conflict.
Currently, Vietnam is an independent actor on the world stage, an influential member of the
ASEAN bloc, including the military field. A striking example of Vietnam’s independence is the
recent situation with refusal to return the Cam Ranh base to Russia. Until 2001, the RussianVietnamese contract for the free lease of Cam Ranh as a naval facility of the Pacific Fleet
of the Russian Federation was in force. The early evacuation of the base in 2001 due to the
economic difficulties of Russia adversely affected both the defense capability of our country
and its military influence in the APR, and Russian-Vietnamese relations in this area. Later,
Russia repeatedly expressed the desire to return its base on the territory of Vietnam. A number
of bilateral agreements were signed on the Russian initiative: on the creation of a joint base for
the maintenance and repair of submarines in Cam Ranh; Russia’s use of the Cam Ranh airfield
for servicing IL-78 airplanes, which provide air-to-air refueling for the Russian strategic missile
carriers Tu-95MS.
But when, in October 2016, Russian Deputy Minister of Defense Nikolai Pankov, against the
background of heightened rhetoric between the Pentagon and the Ministry of Defense of the
Russian Federation, publicly announced his intention to deploy military bases in Vietnam,
Vietnamese Foreign Ministry spokesman Le Hai Binh categorically rejected such an opportunity,
saying that Vietnam did not intend to enter into military alliances or alliances against third
countries. Hope Russia did not materialize [1].
The failure Moscow suffered in trying to reach an agreement with Vietnamese colleagues
on the restoration of the base clearly reflects the fact that Vietnam’s position on the world
stage significantly strengthened compared to the end of the last century, Vietnam became more
independent from external partners (after the final “departure” of the Russian military from
Cam Ranh in 2002, the United States also offered Hanoi to rent a base for its Armed Forces, but
this offer was denied) and in some moments Russia needs to cooperate with Vietnam more than
the other way around.
Nevertheless, Russian-Vietnamese security cooperation is becoming increasingly important
in a situation of growing tension in relations between the Russian Federation and Western
countries and in relations between Vietnam and China due to territorial disputes in the South
China Sea.
Carrying out its policy of “return to the East”, Russia pays the most attention to China
as the undisputed leader in Asia. This became especially apparent after the Ukrainian crisis.
Vietnam, in turn, strengthened pro-American rhetoric, hoping for the help of the United
States in resolving territorial disputes in the South China Sea and protecting from aggressive
actions of China, agreeing with the US leadership in the APR, and is also actively developing
cooperation with EU countries. In the matter of helping to resolve its territorial disputes with
China, Vietnam places little hope in Russia due to the fact that for our country relations with
the PRC are a clear priority.
In the current difficult geopolitical situation of Russia, it is vital to keep Vietnam among
its closest partners and to attract other countries of the Asia-Pacific region. The key to this,
in our opinion, may be helping Vietnam to solve the problem of disputed territories. For
this, it is necessary for Moscow to intensify the development of its diplomatic influence
simultaneously on Beijing and Hanoi in order to peacefully resolve territorial disputes in the
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South China Sea and maintain friendly relations in the Russia-China-Vietnam triangle, trying
to maintain maximum neutrality in this matter.
Although for a variety of reasons China is a priority partner for Russia in the APR, the current
position of Moscow on the Chinese-Vietnamese territorial dispute is that Hanoi and Beijing must
solve territorial problems through peaceful negotiations avoiding military conflicts. The author
seems expedient to propose to Hanoi and Beijing to create a number of joint ventures with the
participation of Russian capital as a guarantor of their compliance with each other’s interests,
thereby demonstrating their readiness to unite the economic needs of the three countries.
Russia needs to show Vietnam its readiness to stop any aggression in order to preserve peace
and stability in the region, to protect it from unilateral actions of its northern neighbor, which
undoubtedly meets the spirit of the relations of a comprehensive strategic partnership between
our countries. This would make a tremendous contribution to the development of RussianVietnamese cooperation and would strengthen the position of the Russian Federation in the
APR.
As for the military-technical aspect of cooperation between Russia and Vietnam, due
to increasing competition from the United States, Israel and other countries, our country
urgently needs to support licensed production of Russian weapons in Vietnam, optimize
supplies of finished products and provide technical services purchased by Vietnam of Russian
technology on preferential terms contracting “turnkey” for solving specific defense tasks of the
Vietnamese armed forces.
Do not forget that although according to media reports today, 90% of deliveries of weapons
and military equipment to Vietnam are carried out by the Russian Federation, Vietnam
is increasingly diversifying its military ties with the United States due to the complete lifting
of the arms embargo, which has been in effect since 1984.
In addition, Vietnam is purchasing radar stations for detecting air targets and anti-aircraft
missile systems from Israel. Also at the moment, the Vietnamese army is switching from the
Soviet Kalashnikov assault rifles to the Israeli Galil ACE assault rifles and organizes their
production on its territory [4], purchases fighter-bombers from Ukraine and training aircraft
from Romania.
And while now the share of other countries accounts for only about 10% of arms supplies
to Vietnam, the Russian Federation should not stop there.
In our opinion, by developing relations with Vietnam in the field of security and taking
an active position regarding the settlement of the Vietnamese-Chinese territorial conflict in the
South China Sea, Russia will be able to “break the ice” in bilateral relations and strengthen its
position in Asia, but for this it needs to draw the right conclusions from the mistakes of the past,
to act in accordance with the rapidly changing situation in the APR region and throughout the
world respecting Vietnam as an equal partner.
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Introduction
After a failed attempt to create in 1954 of the European defence community new impetus
to the development of the European integration process in the sphere of security and defence
was provided by the adoption of the Maastricht Treaty in 1992. With the entry into force
on 1 December 2009 the Lisbon Treaty began a new stage in the development of a Common
policy of security and defence (CSDP) of the EU. At the same time, it should be noted that
the opportunities provided by this Treaty in the sphere of defence cooperation between the
member States of the European Union have not been used enough. The common foreign and
security policy of the EU, as well as its component – the common security and defense policy,
are constantly in the focus of attention of both foreign and domestic specialists.
Methods
Given the large number of sources (in particular, analytical) on the latest “hybrid” threats
to the European Community, it should be noted that today there is no comprehensive systematic
study of EU threats in the near future, which would clearly identify the key ones. Therefore,
it is important to study the threats of the EU in 2017–2018, which makes it possible in the future
to prevent, and therefore minimize the negative effect on the development of the Association.
Systematizing the key threats and challenges to the functioning of the EU should highlight
their internal and external nature, while not forgetting about their interdependence. Yes, mainly
internal problems of the EU should be attributed to the institutional crisis (the problem of “Brexit”
and the development of a future vision of the EU) and economic challenges, which are partly due
to external factors. The key external threats include increased security challenges in the light of the
latest hybrid conflicts in the region, the migration crisis, the coming to power D. Trump in the US,
terrorism as a way to destabilize the internal situation in the EU member States.
Results
28 June 2016 EU high Representative for foreign Affairs and security policy Mogherini
presented the European Union’s Global strategy for foreign and security policy «Common vision,
common approach: a strong Europe» [1].
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The Strategy notes that in the modern world one “soft” force is not enough, it is necessary
to improve the efficiency of the EU in the field of security and defense. The main security
issues identified priorities: defense, counter-terrorism, cyber security, energy and strategic
communications. The necessary prerequisites for the implementation of the European Union’s
security and defence policy include: the gradual synchronization and mutual adaptation
of national defence planning cycles (this planning should be carried out in full accordance
with NATO’s defence planning), the use of EU funds to support defence research, technology and
multinational cooperation; the use of the full potential of the European defence Agency; and
the development of the European defence industry.
An important element of the new European defence strategy is the strengthening of European
Union cooperation with NATO. In December 2016, the Council of the European Union and NATO
foreign Ministers simultaneously approved a common list of proposals for EU – NATO cooperation.
The list contains more than 40 proposals in seven areas: countering hybrid threats; operational
cooperation, including Maritime issues; cyber security and defense; defense capability;
parallel and coordinated training; building defence capacity and promoting the sustainability
of partners in the East and South [14]. All these decisions develop the provisions of the Joint
EU – NATO Declaration, which was signed in July 2016 [9].
Discussion
One of the main factors contributing to NATO’s sustainability is the readiness of the civil
sector as a critical tool for collective defence. The provision of the armed forces necessary
for the maintenance of collective defence or for their use outside the territory of the Alliance
is highly dependent on civilian infrastructure. In particular, if during the cold war the transport
infrastructure (roads, ports, airfields, power grids) belonged mainly to the state and in case
of crisis or war it was easy to transfer it under the control of NATO, now 90 percent of deliveries
and logistics support of the Alliance are carried out by private companies. Thus, on the Eastern
flank of NATO, the private sector provides 75 per cent of the support of the armed forces on the
basis of contracts [11].
In the conceptual documents of the European Union related to General security issues (the
European security Strategy “Safe Europe in a better world” of 2003 and the Report on its
implementation of 2008), the EU’s sustainability issues were not violated. The European Commission
Communiqué of October 3, 2012 referred to sustainability, but it concerned only the complication
of the situation in North-East Africa caused by the food crisis in the region. Then the EU defined
sustainability as “the ability of a person, individual economy, society, country or region to resist,
adapt and recover quickly from stress and shock» [3]. This definition is broader than the approaches
proposed by NATO and covers not only the military sphere but also others.
In may 2015, the Council of foreign Ministers of the European Union, expressing concern
about the situation on the continent and in the world, called for “effective proposals aimed
at overcoming hybrid threats and strengthening the stability of the EU and its member States,
as well as partners” [4]. This was a signal for the beginning of the development of a new
European security Strategy.
At the same time, the EU Institute for security studies published a report entitled “Towards
a Global EU strategy background, process, recommendations”, which, based on the analysis
of EU documents, the NATO Strategic concept of 2010 and the US national security Strategy
of 2015, noted the importance of sustainability for security both at the level of individual States
and international associations [10].
The EU’s Annual report on development policy and external assistance policy of the European
Union and their implementation in 2014 suggested that humanitarian assistance be turned into
a tool for strengthening sustainability, disaster risk reduction and more effective development
cooperation. The European Union is particularly interested in ensuring that its neighbours are
more stable, democratic, prosperous, secure and have effective governance [15].
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In April 2016, the high representative of the European Union for foreign Affairs and security,
Vice-President of the European Commission Mogherini presented to the governing bodies of the
organization a document entitled «Joint programme to counter hybrid threats: the European
Union response» (hereinafter – the Programme), which explicitly referred to the need to build
resilience as one of the main objectives of the EU. The document noted that the stability
of the European Union as a whole depends on the stability of its member States. Most of the
22 announced events call for increased sustainability in ensuring energy and cyber security,
in countering radicalization and extremism, including through cooperation with external
partners [7].
During 2017, the European Union took appropriate steps to implement the Plan. Thus, the
European Council agreed on a number of decisions on the establishment of MPCC within the
framework of the Military staff of the EU joint funding of militant groups and the beginning
of the project PESCO, which will take part in almost all member countries of the European Union
(except Denmark, Malta and the UK) [5]. However, some of the member States of the European
Union remain in the position of the continued existence of the EU as a purely economic
organization, and the issues of defense of the continent prefer to leave for NATO.
It should be noted that over the past few years, there has been a growing tendency for
NATO and the European Union to approach sustainability. This is due to the complication of the
international situation, common views on security issues and the fact that most EU countries
are simultaneously part of NATO.
Traditionally neutral Sweden and Finland, realizing the growth of the Russian threat, began
to cooperate more actively with the North Atlantic Alliance and last year allowed NATO to conduct
military exercises on its territory [13].
Now the cooperation between the North Atlantic Alliance and the EU is growing in four areas:
• civil-military planning;
• cyber defence;
• exchange of information;
• analyzed and coordinated strategic communication with the aim of identifying
misinformation and transmission of truthful information.
One of the first results was a technical transaction on the exchange of information between
the NATO computer incident response Team and the EU computer emergency response Team,
signed in early 2016, to jointly address other challenges in the field of sustainability. The North
Atlantic Alliance, together with the European Agency for the protection of external borders
of EU member States, deployed a naval task force in the Aegean sea for General, monitoring the
flow of refugees and migrants, helping the same and a way to put an end to the illegal activities
of smugglers and carriers [11].
Conclusion
Based on the analysis of the documents considered, the following conclusions can be drawn.
Based on the goals for which NATO and the EU were created, there are certain differences
in their approaches to understanding sustainability. For the Alliance, sustainability was
primarily related to the principles of military cooperation and deterrence.
At the same time, the EU has used the concept of sustainability in the context of nationbuilding, good governance, human rights and sustainable development. Recently, however,
there has been an attempt to develop the security component of the EU’s activities, as well
as a tendency to expand cooperation with NATO, primarily in order to counter threats in the
information sphere.
Changes in the security environment have been a catalyst for NATO and the EU to move
towards sustainability approaches and to find a common platform to confront hybrid threats.
The positive experience and achievements of NATO and the EU in the development
of conceptual and strategic documents to enhance the sustainability of member States should
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be taken into account in the reform of the security and defence sector of neighboring States,
strengthening their own sustainability and approximation to the standards of the Euro-Atlantic
and European community.
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Introduction
Before the September 11 incident, the Central Asian countries were not very important, and
this region was not one of the first priorities of US foreign policy, but nowadays, under conditions
that these countries have, such as having rich resources, being landlocked, economical
problems, democratic problems, the type of governance systems, having majority of Muslim
population, have become part of US foreign policy, and the United States once again pledged
itself to be present in the areas previously were controlled by the Soviet Union’s. Although
there is a long distance between the United States and the Central Asian region, and these
two regions have difference in terms of social and climatic conditions, After the September
11 incident, the Central Asian region suddenly became very important for the United States.
The growing importance of US attention to this region can be seen in the presence of abundant
natural resources in the area [7, p. 88], its location at the intersection of the East and the West,
and being an incredibly important region to create problems for its international competitors.
Below are explanations of some of America’s priorities and considerations in the region:
A. Strategic and Global Considerations
A set of strategic considerations which is effective in determining how the United States
behaves, are:
1. Preventing strategic links between India and Russia. Cooperation between India and
Russia was started in the Soviet era where these relations shadowed the relationship of US allies
like Pakistan. Since the 1990s, relations between India and Russia have continued, and
relations between the two countries have grown at different levels. But now the continuation
of India-Russia cooperation with US policy in Afghanistan and Central Asia is controversial, and
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therefore the presence of the United States in Kyrgyzstan and Afghanistan can be effective
in the affecting relations between Russia and India.
2. Confronting with China’s regional plans. The proximity of the western and northwestern
frontiers of China and its proximity to the South Asian region, and the impact on the
developments in these areas, are another of the regional goals of the United States, which
is being pursued at this stage by the program of additional financial assistance to Central Asian
countries. The Chinese government has played an active role in Central Asia in recent years
and has promoted its relations in all aspects, especially with Central Asia. But as it fears that
China will act as a regional power in the coming years in the region, the US government, with
presence and influence in the Central Asia and near China, has had the opportunity to control
the activities of the Chinese government [8, p. 14].
In recent years, the growth of the Taliban and the issue of Islamic fundamentalism
in Afghanistan or Central Asia and Xinjiang have led the regional governments to intensify
security measures in their countries in a coordinated way to prevent the growth of such thinking.
On this basis, the Chinese government has proposed the establishment of a union for Central
Asian countries, especially Russia. The treaty, known as the “Shanghai Conference”, first covered
security issues, and then included topics in the field of economics. The presence of the United
States in the region could be effective in undermining the Shanghai Alliance, which in any case
strengthens the influence of China and then Russia in Central Asia, and one of the United States’
goals is to Discrediting the treaty through its members (Kyrgyzstan or Uzbekistan).
3. Preventing Russia from gaining strength as a competitor. Separating Russia from the
Central Asian countries, reducing Moscow’s dominance of its traditional sphere of influence
and marginalizing it in regional equations is from other US goals in Central Asia. This policy
is followed by increasing US financial assistance to these countries. Developing political
influence through the provision of economic assistance and diplomatic support for the countries
of the region in order to influence the behavior and change the approach of their foreign policy
to cooperation with Russia and even Europe and East Asian countries in cooperation with the
United States, are of great importance to the United States has it. In other words, despite the
weakness of Central Asian countries in the development of economic infrastructures and the
unfair distribution of wealth, and the significant growth of corruption and the brutality of senior
officials in these countries, the major cause of US financial assistance to Central Asian countries
is to tame the leaders of these countries to attracting Central Asian countries to support them
from short and long-term policies [4, p. 2].
B. Political considerations.
United States is seeking to create geographical pluralism in the Central Asian region. Uzbekistan,
Kyrgyzstan and, to some extent, Tajikistan, are emerging as America’s first goals in this regard. Given
the authoritarianism of the leaders of Central Asia, it seems that there are less grounds for the
emergence of democracy in this region [3, p. 12]. But the problem in Central Asia has become
a complex issue. For example, supporters of the Islamic Movement of Uzbekistan are having violent
idea on gaining power in Uzbekistan, which is why it is difficult to confirm their participation in the
political system of the country, but in comparison with them, Hizb-ut-Tahrir, despite the protests
that have been made on their policies, they strive to gain power in a peaceful way. In the meantime,
the West is striving to achieve the goals by opening the native elite to the electoral campaign and
allowing all parties that pursue peaceful change [5, p. 17].
C. Security Considerations.
The US security concerns, which are strategic indicators of US in Central Asia, include:
1. Islamic uprisings. After the events of 9/11, the fight against Taliban became one
of the most important and urgent priorities of the White House’s foreign policy [11, p. 46], the
importance of areas such as Central Asia and its countries such as Uzbekistan in the transatlantic
constellation increased significantly. Which came from two main reasons:
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First, the important role that this region could play in the implementation of US combat
operations in Afghanistan. Second, the activism of religious extremists in some parts of Central
Asia that could have strengthened radical attitudes in the region. That is why, the United States
has been pushing closer to Central Asia [9].
The religious orientation of the Eurasia region, especially Central Asia and the Caucasus,
to traditional radicalism (Wahhabism) has caused actors to worry about the stability of their
own interests in the region [2].
2. Security of the energy transmission pipeline. In the great game of Central Asia and the
countries where the possible route of fuel passes, such as Iran, Afghanistan, Russia, Turkey, and
..., there are countries that own fuel. The products of the countries that produce oil and gas
from Central Asia should reach the market. However, the transfer of oil and gas from one country
to another allows for political influence and even political control. Therefore, the United States
has officially approved a plan for the construction of a pipeline through the Turkish soil for the
transfer of oil and gas from the Caspian Sea in order to support the oil companies that have
invested in these countries [6, p. 100].
D. Economic considerations.
Economically, the post-Communist era and the prevalence of free-market economies are
not very beneficial for the region, and according to the World Bank’s statistics, the region
is in a more difficult situation than the era of Soviet rule [1].
After the collapse of the Soviet Union, the United States has made significant economic
contributions to Central Asian countries. The United States’ economic cooperation with Central
Asian countries is to win support of these countries and preventing the growing influence
of Russia and China in the region [10].
The major axes of US foreign policy in the Central Asian region are:
1) prevention of expansion of Iran’s influence in the region;
2) presenting the desired governance pattern of the West to the countries of the region;
3) confronting Islamism;
4) promoting the free market economy system in the region;
5) easy access to hydrocarbon resources and, in general, the market for raw materials;
6) preventing Russia;
7) restrict China and expand Israeli influence in the region.
Conclusion
The events of 11th September led the United States to deploy many forces to the Central
Asian region on the pretext of combating terrorism centered on in Afghanistan, and to carry
out a major part of the military strike against Afghanistan from this region. The United States,
with the consent of both Uzbekistan and Kyrgyzstan, established military bases in these two
countries and allowed the passage of airspace of countries such as Kazakhstan and Tajikistan,
which would have begun to gain further influence in the region’s future.
At a general glance, the United States plans to increase its control over its traditional rival,
maintaining its presence in the Central Asian region. The United States also pursued this goal
during the Cold War and the bipolar world, and by continuing this control, it tries to turn Russia
into regional degenerated power. The next issue is the importance of the Caspian Sea. The third
goal of the United States is to control China and India, which have access to common borders
in the region. With regard to the energy available in the region and US control over it, the
weakening of OPEC, most of which is an oil cooperation organization in the Persian Gulf, could
also be the next US target in the region.
American politicians are hoping that the United States will have a constructive and
meaningful role in achieving its goals in Central Asia, but to what extent can they succeed,
it is still unclear.
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Annotation: this article deals with the topic of socio-pedagogical support of children who find themselves
in a difficult situation in our country is of great importance. Because of negative circumstances in subjects
of the Russian Federation, there are a family at which children have problems of development, with difficulties
of formation, with deviations in a psychophysical state of health, violations of behavior in public places.
According to the Federal state statistics service, more than 28 million children live in the Russian Federation
[10]. As follows from the open sources of the Ministry of education of the Russian Federation among the
statistics provided by Rosstat, a large number of people found themselves in a difficult situation are orphans
and children left without parental care, children from low-income and large families. Today in the Russian
Federation there are more than 500 thousand orphans and children left without parental care, more than
70 thousand are brought up in organizations for orphans and children left without parental care, the rest
is brought up in foster families. In this regard, the problem of creating a comprehensive program for the
successful socialization of children who find themselves in a difficult situation is relevant and even more
in demand today and such an area as social and pedagogical support for such children and families.
Key words: orphans, difficult life situation, children left without parental care, rights, laws of the Russian
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One of the most important functions of the state is to protect the rights and legitimate interests
of children, especially those who for some reason find themselves in difficult life situations. The term
“difficult life situation” itself refers to the number of concepts not only in sociological, pedagogical
and psychological literature, but also in laws and regulations. So in the Russian Federation, the
State Duma of the Federal Assembly of the Russian Federation adopted a number of separate Federal
laws, namely the Federal Law of 22.10.1994 No. 122-FL “On the Basics of Social Services for the
Population”, Federal Law 21.12.1996, No. 159- FL “On additional guarantees for the social support
of orphans and children left without parental care”, these laws should provide measures of social
support for children and families in difficult life situations.
Social and pedagogical support means not only a complex of various measures of correctional,
developmental, preventive and rehabilitation work with children in difficult life situations, but
also the complex work of specialists aimed at solving the tasks of vocational guidance and
socialization of such children into society. Despite the fact that at the present time, specialists
from various industries are doing tremendous work to accompany children who find themselves
in difficult life situations, but it also turns out to be insufficiently effective, which is why every
year these children find themselves in organizations for orphans and children left without care
parents.
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Problems of social and pedagogical support, its content and organization were studied
in their scientific works by such authors as V.N. Antipova, A.M. Bryntsev, A.K. Markelov, and
G.V. Palatkina [1, p. 87]. In the scientific literature, the problem of accompanying children who
found themselves in a difficult life situation was: N.V. Bayer, V.F. Nosikova, D.P. Novichkova et al.
[2, p. 65].
At the same time, an analysis of the scientific literature has shown that the theoretical and
methodological foundations of the social and pedagogical support of children and families who
find themselves in a difficult life situation have not yet received sufficient study.
The reasons why children find themselves in difficult life situations are many, but many
teachers, psychologists point out three main reasons:
1) alcoholism and drug addiction in the family;
2) unwillingness of adults to hear the child, to take part in his upbringing;
3) low earnings of parents.
Over the past 5 years, the support of such families and their children has increased
significantly, for example, in 2010, the federal program “Decade of Childhood” was adopted,
within which not only various projects are implemented in support of these children, but also
targeted family, which was in a difficult life situation. This program is aimed not only at work
with families in a difficult life situation, but also with orphans and children in a difficult life
situation, as well as for difficult adolescents who, for whatever reason, are serving sentences
in correctional facilities [5].
Studying regional experience in accompanying children who find themselves in a difficult
life situation, you should pay attention to 3 regions that actively participate in the projects
of the federal program “Decade of childhood”. For example, in the Astrakhan region for 5 years
ten crisis centers were built from scratch in support of large and low-income families. Each
center can host not only more than 200 people, but also provide qualified assistance to young
mothers who find themselves in a difficult life situation.
In 2016, the government of the Astrakhan region launches a program for additional payments
for the birth of 4, 5 and 6 children in families who are in a difficult life situation. In 2017, the
governor of the Astrakhan region launched the program “Farm Cart” for large and low-income
families. This program allows not only the children of these families to take part in the planting
of vegetables, but after the harvest, and thus stock up on the winter. This is only part of the
programs that are implemented for families and children in difficult life situations. It is worth
noting that behind each project there are more than 100 families who have retained their fullfledged family and were able to go through life’s difficulties.
In general, every year, the executive authorities are looking for different successful
approaches to provide comprehensive support to children in difficult situations. For example,
in 2016, the Commissioner under the President of the Russian Federation for the Rights of the
Child, Anna Kuznetsova, proposed to launch a pilot project “Mentoring” for difficult teenagers.
This project was launched in the Republic of Udmurtia in two children’s colonies and three
orphanages [7]. Successful graduates of orphanages, foster families, who even took away
many children from orphanages, acted as mentors. This project has shown that to support such
families it is not necessary to write laws, study scientific works, but it is important to look
for new approaches so that such families are smaller, and children are brought up in blood
families.
Studying regional experience, you pay attention to effective practices of non-profit
organizations in working with children who find themselves in a difficult life situation. For
example, the autonomous non-profit organization helping orphans who find themselves
in a difficult life situation “We need each other”, in 2017, together with a member of the Public
Chamber of the Perm Territory, farmer Vyacheslav Gorelovym launched the New Life project for
orphans left without the care of parents who have just been released from prison [9].
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The idea of the project is that former convicts are socialized on the farm of Vyacheslav
Gorelov. Within the framework of this project, more than 80 children are taught how to properly
manage the household, prepare food, and how not to repeat mistakes. Thanks to this project,
more than 45 people were able to return to full-fledged life, the rest of the guys continued
to live on Vyacheslav Gorelov’s farm.
This practice is unique in that yesterday’s convict does not remain alone with his problems,
but has the opportunity to go to his uncle Slava, where he can first of all successfully socialize
in society.
Today, most of the solutions to the problems of children who find themselves in a difficult
life situation are assumed by the non-profit sector and solve them quite effectively. Of course,
the state also does not stand aside and not only implements various projects and programs
in every way, but also encourages non-profit organizations that have given children in difficult
life situations hope for a successful future for more than 5 years.
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Annotation: at the beginning of the twenty-first century, it is difficult for us to imagine life without
information technology. Practically everything that a person comes into contact with in our time, one way
or another, was created with the help of information technologies, starting with a home coffee maker and
ending with giant servers of IT companies.
There is a global restructuring of the whole world, a revolution that affects every sphere of human life.
In pursuit of progress, many industries lose their relevance, and world-class companies cease to exist, having
failed to maintain the pace of the industry. Analyzing the changes taking place in the world, it is important
to keep the whole picture in mind and not to miss even the slightest fluctuations. Public administration,
as one of the most important fields of activity, should also keep up with the times and comply with modern
trends, applying the maximum possible number of approaches and technologies in its work.
The aim of the work is to determine the place of information technologies in public administration,
to characterize possible problems in their implementation and the prospects for the development of information
technologies in the field of public administration.
To achieve this goal it is necessary to solve the following tasks: summarize and analyze the scientific
literature and regulations on this issue; consider the experience of using information technology
in international corporations; analyze the historical background of the development of information
technology; consider aspects of the introduction of information technology in public administration.
The subject of this study is the use of information technology in public administration, related problems
and perceived opportunities.
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The global network of integrated computer networks for storing and transmitting information
or simply is the Internet, a term assigned to the ARPANET network only in 1983, and which
is currently used by about 49% of the world’s population, which is 3.63 billion people. In this
context, it is important to mention that the residents of the Asia-Pacific region and Africa do not
use it, and in the CIS countries 93 million people do not use the Internet, which is only a third
of their total population. However, there is now an active increase in the number of users. Including
thanks to the cooperation of developing countries, such as China, with countries in Africa and
Asia. In his article, Forbes journalist Wade Shepard writes about the study of the AidData group,
which highlights the emergence of a financial giant challenging the largest donor countries. In the
period from 2000 to 2014, China officially provided funding to various countries of the world in the
amount of $ 354.4 billion. This is very close to the amount that the United States allocated over the
same period of time – $ 394.6 billion. In some countries, these two countries are like competitors,
and China sometimes encroaches on the American championship, becoming the leading donor.
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Today, everything in the existing world is connected with information technologies,
practically any action leaves a digital trace, whether it be a purchase in a store, a search
for information, or a trip abroad. And behind each product produced is a complex set
of management decisions, including the decision to apply innovative technologies to create
a particular product. In an endless stream of information and gaining speed, the world,
for corporations, states and an individual person taken is an unaffordable luxury to stop
complying with current trends. It is necessary to constantly improve their equipment, their
approaches and methods of work, primarily through the implementation of technologies in the
field of IT.
In 2011, the term Industry 4.0 was created in Europe, which was an alternative to the term
The Fourth Industrial Revolution. A little later, a group of German professionals, which consisted
of politicians, scientists and businessmen, formulated several basic principles for building
Industry 4.0, following which companies can implement scenarios of the fourth industrial
revolution in their enterprises.
• The first is compatibility, which means the ability of machines, devices, sensors and people
to interact and communicate with each other via the Internet of Things (IoT).
• Transparency, which appears as a result of this interaction. In the virtual world, a digital
copy of real objects, systems of functions is created, which exactly repeats everything that
happens with its physical clone. As a result, the most complete information is accumulated
on all processes that occur with equipment, “smart” products, production as a whole, and so on.
This requires the ability to collect all of this data from sensors and sensors and take into account
the context in which they are generated.
• Technical support is the third principle of Industry 4.0. Its essence is that computer systems
help people make decisions by collecting, analyzing and visualizing all the information described
above. This support may also consist in the complete replacement of people by machines when
performing dangerous or routine operations.
• The fourth principle is decentralization of management decisions, delegation of some
of them to cyber-physical systems. The idea is that the automation should be as complete
as it is generally possible: wherever a machine can work efficiently without human intervention,
sooner or later human substitution should occur. At the same time, employees are assigned the
role of controllers who can connect in emergency and non-standard situations.
In fact, information technologies entered our life during the times of the printing press;
however, then it was called differently. In a broad sense, IT covers all areas of the creation,
transfer, storage and perception of information, not limited to computer technology. At the
same time, they are often associated with computer technologies, and this is not accidental: the
advent of computers has brought IT to a new level.
Following current trends and moving with the times, government should not lag behind. That
is why in many countries high technologies are now being actively introduced to work with the
most important aspects of public administration, such as medicine, education, implementation
of government projects, etc. It is difficult for a modern person to imagine life without the
opportunity to take part in resolving issues related to the improvement of the city on the website,
to follow the news of state bodies or to register with a doctor through the application. At the
moment, in addition to such things that are already routine for us, high-tech opportunities
in the public sector are being implemented, such as:
1) processing the form to be filled in, identity documents, data from contracts, tender
documents;
2) comparison of documents;
3) monitoring the media and social networks;
4) work with appeals of citizens of the state;
5) performing a corporate search.
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Among the technologies that are used in the management of the state, the main ones include
the following:
1) Big data;
2) Biometrics;
3) Robotics;
4) Artificial intelligence, etc.
Consider each of them in a little more detail. Big data is the designation of structured
and unstructured data of huge volumes and significant diversity, effectively processed
by horizontally scalable software tools that appeared in the late 2000s and are alternative
to traditional database management systems and business intelligence solutions. Company
analyst Doug Lanie formulated the basic definition of big data in three “V”:
Volume. Organizations collect data from various sources, including business transactions,
social networks and sensor information.
Velocity (Speed). Data streams should be processed at high speed. RFID tags, sensors, and
smart measurements lead to the need to process data almost in real time.
Variety (Variety). Data comes in all formats: from structured, numeric data in traditional
databases to unstructured text documents, email, video, audio, stock quotes and financial
transactions.
The importance of big data is not how much data an organization has, but what it does with it.
Government agencies can obtain data from any source and analyze them to find the necessary
information. Large dans allow:
1) reduce costs;
2) reduce time;
3) develop new solutions.
If you combine big data with powerful analytics, you can perform tasks such as:
1) identification of the main causes of failures, problems and defects in almost real time;
2) miscalculation of all risks in minutes;
3) detection of fraud before it can influence the organization.
Biometrics is the technological support of information. The biometric system includes
the following components and functions: A sensor that captures data and converts it into
a useful digital format using software. This data can be obtained from a person’s behavioral
or physical characteristics, such as a fingerprint or retinal scan. A data acquisition device, such
as a microphone or scanner, remembers this data and uses it if necessary. It is planned that this
technology will be applied at airports, government offices, hotels, stadiums, etc. to ensure the
security, speed and optimization of the verification and identification processes.
In the development of robotics and artificial intelligence today invested considerable funds
throughout the world. In particular, Toyota Motor and the UK RAS Group have confirmed their
intentions to finance innovative developments. Robotics research and development programs
also exist in the United States, Britain, Japan, China, South Korea and Russia. The Northern
Robot Network is a UK government initiative that received $ 13.6 million for research in the field
of robotics and artificial intelligence. The network includes more than a hundred of the largest
British companies. Among other things, the initiative is aimed at increasing the pace of integration
of robotics in everyday life. In order to popularize robots, representatives of the British government
decided to test innovative technology not in the laboratory, but in public. For testing, abandoned
mines, farms and even entire cities will be used. Thus, people will get used to the idea of interaction
with robots and will be able to work with them in the future. The funding program for the robotic
network was designed to stimulate the economy and create jobs. According to the adopted plan,
by 2020 the UK will provide 10% of the total global share of the robotic market.
However, we should not forget about the problems encountered in the process of introducing
the latest technologies into the daily life of people and the work of the state. For example,
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you can often come across the rejection by people of this or that innovation, as a rule, this
problem is more common among the elderly, as they are not ready to learn new things and do not
always trust modern technologies. Also, the problems should include the threat to the security
of digital data, which is why it is important to develop cyber security within the state, which will
prevent possible attempts of hacking, stealing or changing user data.
Implementing a management information system, like any major transformation, is a complex
and often painful process. Nevertheless, some problems arising during the implementation
of the system are well studied, formalized and have effective solution methodologies. Advance
study of these problems and preparation for them greatly facilitate the implementation process,
and increase the efficiency of further use of the system. That is why government agencies must
constantly upgrade, provide financial support to IT companies that are able to properly ensure
the operation of all computer systems and cyber technologies.
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Introduction
Trillions of data packets pass through network devices around the world. The information
contained in datagrams and Internet transport protocol segments is often private, commercial,
banking, and state secrets. Such information flows ensure the functioning of social networks, the
banking system, data processing centers, government agencies, and large automated industrial
enterprises. The problem of improving ways to achieve information security is relevant for all
world states, especially developed and developing. In this area, there are both points of contact
for confronting common threats, as well as competition to protect against possible actions
by rivals. At the moment, it is clear that the Russian Federation has great potential in this area,
but on the way to leadership it will be necessary to solve many important problems.
There are various types of information threats, among which one can highlight the loss
of information, the theft of information, the destruction of information, the deliberate provision
of incorrect, destructive information, a restriction in the provision of information. These threats
have various kinds of prerequisites and a variety of variations in execution. The problem lies
in the complexity of the definition events as threats to information security, as well as identifying
a specific source and purpose. Therefore, the counteraction of world cybercrime is still acquiring
clear outlines, basic principles and methods are being formed that allow us to explore a sphere
that relatively recently was not of particular interest to the international community because
the possible consequences of the new challenges that the modern actuality.
Methods
In a wide variety of perspectives on the subject, the main research methods are observation,
comparison, extrapolation and analysis. Was produced statistically analyzed data on cybercrime
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in Russia from 2013 to 2018, other legislation – the Criminal Code, as well as information
resources of organizations from the scope of the study. For example, “MITRE ATT&CK”
is a globally accessible knowledge base of tactics and techniques of intruders, based on real
observations of the non-profit organization MITRE Corporation, which will be discussed further
in the comparison of domestic and foreign organizations. The ATT & CK Knowledge Base is used
as the basis for developing specific models and methodologies for studying threats in the
private sector, in government, and in the market for providing cybersecurity services. And it was
analyzed and the volatility of the Russian financial market in order to determine the negative
impact of information attacks on the price movement. Extrapolation helped apply Nir Kshetri’s
propositions of cybercrime to domestic conditions.
Results
There are many methods of protection against information threats in cyberspace [21], which
can be grouped into three significant groups.
1. Software methods. This group includes the development of network security utilities,
antivirus software, system administrators and network engineers use intrusion detectors and
intrusion prevention mechanisms, database management, individual and comprehensive realtime protection solutions, the use of complex encryption algorithms and the development
of network security protocols, routing, and network address translation, tunneling and creating
virtual communication channels. In Russia, there is an active use of software methods, domestic
proprietary solutions in the field of protection from Kaspersky Lab are in high demand. In terms
of commercial and private use, foreign software leads the market of Microsoft operating systems.
2. Technical methods. They include the construction of local and backbone networks in accordance
with the requirements of security and increasing the effective capacity of communication channels,
the organization of their uninterrupted operation, power supply, cooling, especially when it comes
to large data center data centers, data centers owned by such companies like Sberbank, Yandex, and
Mail.ru Group, timely replacement of outdated or abnormal network equipment, switches, routers,
hubs, servers, hard drives, power supplies, network connectors, access points, antennas and radio
towers. In Russia, as a rule, foreign equipment is used, Cisco equipment has a special status. Systems,
in which courses of system administration, such as CCNA, CCNP, ICND 1, ICND 2, are in demand in the
country and often are formal indicators of the availability of skills.
3. Information methods. Protection from targeted information discrediting influence from
the outside and prevention of financing and organization of terrorist acts by using algorithms for
tracking and filtering published information on television, social networks, instant messengers,
and telephone channels.
According to the MITRE ATT&CK matrix of threat, there are 11 key tactics of cybercrime, each
of which corresponds to a wide variety of situational techniques, the number of which varies
depending on the degree of knowledge of one or another tactic: initial unauthorized access,
execution, presence or retention, seizure of control, avoid detection, obtaining access rights,
espionage, movement in data, data collection, destruction or concealment, management and control.
The motives for cybercrime are varied. It can be ideological, patriotic actions, theft
of information for mercenary purposes, including illegal enrichment through the theft of money,
trade in confidential information, extortion, and undermining of authority.
Seven key items about the positions highlighted by Nir Kshetri in his work “Patterns
of Global Cyber War and Crime” [10] are detailed over time taking into account the attributes
of participants in the case studies, including country, religious beliefs, political and economic
situation in the country, shedding light on cognitive and regulatory justifications cybercrime.
Regulatory prerequisites are associated with the system of values and attitudes towards actions
taken. P reamer Indonesian activists can be considered as believing that the information
fraud is a crime, but it is justified if the target is developed countries. Cognitive prerequisites
are associated with culture and ideology, and they also include the cognitive need and some
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element of impunity associated with the difficulty of capture and the lack of specificity on the
part of the law.
Let us try to extrapolate the Kshetri’s propositions to the domestic reality:
Proposition 1. With other things being equal, the speed of occurrence of information attacks
in the economy is inversely proportional the strength of the rule of law which applied to such
attacks. Referring to Chapter 28 of the Criminal Code of the Russian Federation «Crimes in the field
of computer information» [20]. Measures in relation to information criminals are presented in Article
272 “Wrongful access to computer information”, Article 273 “Creation, use and dissemination
of malicious computer programs”, Article 274 “Violation of the rules for using means of storing,
processing or transmitting computer information and information and telecommunication
networks”, Article 274.1 “Irregular impact on the critical information infrastructure of the Russian
Federation”. For the most part, measures in the most serious cases of attacks on critical infrastructure
involve imprisonment for a term of five to ten years with deprivation of the right to occupy certain
positions or engage in certain activities for up to five years or without it. In monetary terms, the
maximum fines do not exceed 1 million rubles. In this regard, recently the question of revising
these articles in favor of a substantial tightening has been widely discussed. There are grounds
for this, since the total losses of the state by 2019 amount to more than 2 trillion rubles. Earlier,
the Central Bank, the Ministry of Internal Affairs, Kaspersky Lab, Sberbank [17] took an active part
in the work on amendments to legislation.
Proposition 2. The level of online attacks in the economy is directly related to the existence
of social norms that justify them. For example, the active work of Russian media pirates on the
free distribution of software and other content. The interpretation of this phenomenon is the
position that they, like heroes from the people, make the benefits accessible, especially for people
with low incomes. In fact, piracy hinders industry and partially reduces economic growth, because
in the medium term, the acquisition of media products may be one of the leading macroeconomic
indicators of GDP growth among consumer spending along with the purchase of cars and whether
the jewelry. For example, in Russia, pirated versions of some of the world-awaited films and video
games not only entered free public access, but it happened more than a week before their official
release. The threat of this phenomenon is very controversial, as it is associated with the attendant
real positive effects for some citizens, manifested in a free increase in the level of culture and
development, because the average school-age Internet user cannot afford to regularly go to the
cinema, as well as buying digital versions of new films in high quality and a paid subscription
to music, streaming and other media services. Many of today’s well-known Russian bloggers who
raise the profile of the domestic YouTube segment were previously inspired by images of media
culture that might not be available to them because of their cost. Anyway, recently an overwhelming
amount of such free resources has been blocked, services are being actively closed.
Proposition 3. Conflict of ideology, objectives, principles and interests of the organization
with a group of users it can lead to attacks against it. In the context of international informational
conflicts on political ground, one can highlight the widely discussed activity of APT-28, a threat
group attributed to the General Intelligence Directorate of Russia of the General Staff on the
indictment of the US Department of Justice in July 2018. This group reportedly compromised
Hillary Clinton’s campaign in 2016 by interfering in the US presidential election. Since there
was no direct and irrefutable evidence of this information, it would suffice to say that the
attack was obviously caused by the desire to increase the competitor’s chances of winning.
Another example of an attack, in this case already direct, open and caused by a difference
of interests, can be considered the active ten-month blocking by Federal Service for Supervision
of Communications, Information Technology and Mass Communications of thousands of IPaddresses of the Telegram messenger [8], which causes the stormy discontent of many users,
calling for freedom of communication from state control. However, the service is currently
operational. This problem is also controversial and requires special consideration, because
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in anonymous messenger communities, in addition to free from censorship, attacks and crimes
can be planned with impunity, and weapons and confidential information can be bought and
sold, and the encryption algorithms used do not give the secret services a chance to prevent
such dangerous events.
Proposition 4. The level of information vulnerability of the economy directly proportional to the
amount of attacking resources and skills regarding the availability of economic opportunities. Here
it is worth paying special attention to one of the main threats to Russia’s information security –
a weak and only starting development financial market. Due to the net outflow of foreign
investment capital caused by the introduction of sanctions, foreign policy factors, the slow recovery
in hydrocarbon prices, the Russian financial market is extremely volatile and illiquid. Asset prices
due to small trading volumes experience strong and unpredictable fluctuations. Even the growth
of macroeconomic indicators recorded by statistical agencies and the assignment of an investment
rating to a country do not help, because the number of professional participants in the securities
market is not growing, and speculators only increase volatility. In this regard, the Russian stock
indexes, and hence the capitalization of the Russian market, as an indicator of the country’s
economic sentiment, are subject to information influence. It is not only about possible cyberattacks, but even elementary verbal interventions, when there is enough public statement about
the potential for the introduction of new sanctions or a post on Twitter from Donald Trump to bring
down Russian index quotes. It is not far-fetched to believe that foreign colleagues know about the
effectiveness of such indirect methods of influence, and often use them, especially at the moments
of the beginning of the recovery movement in the domestic market. After each of the large positive
price movements that began in the last 4 years, aggressive statements from the west about the
possible imposition of sanctions followed without any reason for it. This problem can be avoided
by consistently shaping the tools to protect the Russian and foreign investment community
from information influence. The Central Bank is already taking steps in this direction, allowing
it to diversify portfolios at the expense of foreign assets, introducing Individual Investment
Accounts, exempt from taxes and obliging to be in the market for several years, as well as capital
requirements and skills for beginners, assuming assistance from the Central Bank in adapting and
making initial decisions.
Proposition 5. The symbolic significance and criticality of the network increases the
likelihood of its becoming the goal of cybercriminals. The Department of Information Technology
of Moscow, DIT, associates an increase in the frequency of hacker attacks on the information
resources of the city government with the growing popularity of metropolitan electronic
services and services, as well as the interest of attackers to attack highly loaded systems. It also
reported an increase in the number of hacker attacks on the information resources of the city
authorities since 2016. For example, for the second half of 2016, Moscow the portal of public
services was subjected to hackers on average about 100 thousand times a month. Attempts
to penetrate information resources occur every 30 seconds [6]. To prevent the negative impact
of cyberattacks on resources, the department regularly conducts activities aimed at improving
information security. They consist in the timely upgrading of existing data protection tools and
the application of the latest technologies. Much greater importance and interest for Russian
burglars are government agencies of Western countries, in particular the United States.
Proposition 6. The degree of digitization of an organization’s assets increases the likelihood
of it becoming a target for cybercriminals. The long-term operation of companies is impossible
without following technological trends [4]. At the moment, this is ubiquitous digitalization.
Participation of Sberbank in the improvement of the Criminal Code as the most expensive
digitized banking brand in the country, which suffers heavy losses from regular attacks [12;
15], is more than reasonable. Interest is also expressed by small businesses, for example, online
stores and other services. Private online retail is a vulnerable target because, unlike digital
financial institutions, there are usually not enough resources to provide and improve powerful
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security systems. The gradual development of online services in the country, but at the same
time their low level of protection means increased danger. This is especially important in the
conditions when Yandex, together with Sberbank, are going to launch modern trading platforms,
as well as in the conditions of the emergence of the Russian Interbank System of Fast Payments.
Proposition 7. The weakness of the protective mechanisms of the network is directly proportional
to the number of attacks. As a rule, in Russia for building local networks, network equipment
of foreign manufacturers and their proprietary security solutions are used. This is partly correct,
as the generally accepted «standards» in the field of security meet the necessary requirements.
On the other hand, the technical monotony of the equipment used can be dangerous, since, with
similar characteristics, a test protection round on one device can mean the same round on another
using a similar pattern. Russia is trying to develop and implement new protection measures. The
project “Quantum technology” on the creation of equipment and a system of quantum encryption
on fiber optic lines received 100 million rubles of investment from the company SMARTS. Potentially,
the project will create communication lines that hackers cannot hack. The strategic investor will
receive half of the project, which is carried out jointly with a small innovative enterprise of the ITMO
University – LLC Quantum Communications. On the basis of research in the field of quantum physics,
it is planned to create serial devices that will reliably encrypt conventional communication lines,
in particular, laid SMARTS. Now, when transmitting information, public key encryption is mainly
used, which theoretically gives high coding reliability? However, various methods of hacker attacks
allow attackers to connect to the line and give a chance to get or pick up the private key that
allows you to decrypt the information. With quantum communication, the hacker connection
to such a communication line will always be noticeable due to the physical characteristics of data
transmission over optical fiber. Thus, quantum communication provides a potentially invulnerable
for hackers’ communication line. Modern communication lines with quantum encryption suffer
from a low key transfer rate, which limits the maximum data transfer rate with reliable encryption.
Signal transmission range is also limited. At the moment, quantum encryption still needs significant
development to increase the speed and range of transmission. In any case, it can be called
«disruptive technology.» According to Clayton Christensen’s book The Innovator’s Dilemma [3], the
technology is “subversive”, if at the initial stage it is characterized by relatively low efficiency
indicators and relatively high cost compared to market-leading solutions, but at the same time
it has significant potential that is capable of changing the consumer’s paradigm and reorienting
it to new needs instantly take the lead in the market. It seems to be undermining the foundation
under the old decision and pushing it out of the market, condemning manufacturers, who did not
take care of it in time, to leave the market. Financing “subversive” technologies is the key to longterm competitiveness in the global market. In this regard, Russia is moving in the right way.
Important second part of information security in the country is its internal members. The
administration of the United States of America has launched a program to staff the National
Security Administration with new employees who will be engaged in providing security for
high-tech systems in the United States. According to official figures, about a thousand people
will be admitted to these cyber-wars over the next three years. Almost all of these vacancies will
be occupied by software developers, IT analysts and engineers who have experience in investigating
hacks and tracking cyberattacks. Even the US National Security Agency, which itself was found
to be in a loud scandal with the PRISM world-wide tracking system, contributed to the development
of the sphere. There is a national cybersecurity office – a division of the Cybersecurity and
Communications Division of the National Defense Directorate and programs of the US Department
of Homeland Security. In turn, the German authorities intend to create a central federal
government to combat cybercrime. It is planned that the management will receive data from the
land and federal authorities. In addition to law enforcement officers in the new institution will
also work IT specialists. The Israel Defense Forces also create a cyber special unit. In the light
of the frequent attacks of hackers on Israeli Internet sites, including attempts to hack government
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resources, the army command decided to create a new Special Forces unit. Israeli cyber warriors will
be part of the military intelligence unit engaged in radio interception and electronic intelligence
in the interests of all Israeli special services. China blocks social networks and search engines for
protection. The approach of Beijing can be opposed to American principles of openness on the
Internet. The reason for this may be the superiority of the United States and the desire of China
to ensure competitiveness through proprietary solutions. The interest of the United States is based
on leadership in the industry. By analogy with Russia, China is more inclined to use the concept
of “information security” than “cyber security” [19].
The demand for information security professionals is growing worldwide. Persistent beginner
specialists do not seek to cooperate with countries with a glut of competitors, so their interest
falls on emerging markets, where the network infrastructure is improved and increased attention
to the problem is predicted, which cannot be avoided for the full functioning of the state, because
the threats concern individual citizens, business, financial system, critical infrastructure and the
state. In the Czech Republic, Ukraine, there is a shortage of workers in this area, and in Russia
wages can reach 300,000 rubles a month.
In the US, everything is relatively saturated, although demand is also high. Also, there are
various organizations, including the previously mentioned non-profit organization MITRE.
It works in the public interest of federal, state, and local governments, as well as industry
and academia. The goal is to introduce innovative ideas in various fields, such as artificial
intelligence, an intuitive data science, quantum informatics, health informatics, space security,
political and economic expertise, robust autonomy, joint opposition to cyber threats and
sustainability in the Internet space.
MITRE’s activities are based on specific principles.
1. Managed mission: employees have a passion for mission and honor goals as their highest
principle.
2. Objective Understanding: A trust-free, trust-based perspective is provided for making
proprietary data when making decisions.
3. The unique point of view: it is possible to research by or in circumvention of the
government and is free to apply the knowledge and experience.
4. Technical know-how: combines applied science and systems thinking with in-depth
knowledge and an extensive knowledge base.
5. Pioneering together: the organization is an ideological partner that helps to introduce
innovative ideas.
Work with FFRDC – research and development centers funded from the federal budget.
FFRDC is a unique organization that helps the US government conduct research and analysis,
development and acquisition, and also uses system engineering and integration. The organization
has an independent research program that explores new and enhanced opportunities to use
technology to solve the problems of their sponsors.
The organization is working on dynamic development to meet future challenges. The mission
of the MITER Corporation team is to solve problems to achieve a safer world. Work is carried out
throughout the state, through FFRDC and public-private partnerships, to solve problems that
threaten the security, stability and well-being of the country. Research offers innovative practical
solutions for defense and intelligence, aviation, civilian systems, national security, the judiciary,
health care and cybersecurity. In addition to MITRE, ICANN is involved in the issue – an international
corporation of assigned names and numbers dealing with domain DNS addresses, IEEE – Institute
of Electrical and Electronics Engineers, engaged in the development of relevant standards and
others.
The key organizations in Russia dealing with security issues in the field of information
technologies are: the Federal Security Service of the Russian Federation, the Ministry of Defense
of the Russian Federation, the Russian Guard, the Ministry of Internal Affairs of the Russian
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Federation, and the Federal Security Service of the Russian Federation. As we can see, in contrast
to the USA, these are not special bodies, but those operating in the framework of other
functionalities. An important and well-known Russian player in the industry is an international
group of companies “Kaspersky Lab”, a member of four of the top leaders to develop individual and
complex solutions for network security for a variety of purposes, including the well-known antivirus software, remote detection of threats on the PCS – automated control systems, controllers
in industrial enterprises, as well as security research to develop new methods of detection
and protection against threats. For example, under Colaboratory: Industrial Cybersecurity
Meetup with invited experts discussed the problem of non-standard and highly specialized
network security, such as network security purposes, moving train and others. As part of the
project Positive Hack Days Invited specialists take part in competitions, where they are divided
into potential intruders and defenders, and then they enter into a monitored confrontation
on a simulated highly detailed network infrastructure in order to enhance experience and
identify real practical problems. It should be noted that the effective trend was borrowed from
foreign experience in the use for the protection of the so-called “white” hackers, who were
criminals who had departed from criminal purposes and to help apprehend the attackers.
Discussion
Obviously, in order to counter modern challenges, a command center coordinating processes
should appear in Russia. On this occasion, the head of Sberbank, German Gref, said that it was
necessary to create a ministry that would control emergency situations in the digital sphere,
which would affect the entire infrastructure without exception. In turn, President Vladimir
Putin announced the creation of an automated information exchange system on cyber threats
during the International Congress on Cyber Security in Moscow.
In my opinion, there are several reasons for this.
1. The apparent use against the country of various methods of information warfare
by terrorist groups and foreign countries on foreign policy grounds. We are talking not only about
global espionage, but also more subtle methods of social engineering, aimed at a consistent
increase in the aggression of the population towards the apparatus of state administration and
discrediting of cultural and historical values in order to establish in their place imposed and
more loyal to the ideology of the attackers. A full-fledged antipathetic image of the country
is developing as a world aggressor with deep domestic problems without any possibilities and
potential. Aggressive informational infusions are used, mostly aimed at people with low income
and education, whose main goal is to substantiate that the current, in some places disastrous,
situation of citizens is related to the state’s political course, without taking into account the
objective factors of economic development of a relatively young market, as well as the regular
cyclical inevitability of recessions in the economy due to changes in world market prices.
2. The online crime in the country is rapidly growing every year. Analyzing the statistics of Russia
from 2011 to 2018, the findings are alarming: from 2013 to 2016, the number of cybercrime increased
six times – from 11,000 to 66,000. In 2017 – 90,000. In 2018 – more than 121,000. As a consolation
you can notice that the rate of this growth is slightly reduced, from 38.3% per year in 2016 to 36.3%
per year in 2017 and to 34.4% per year in 2018. True, the decrease in growth rates is so small that
it can be linked with standard growth retardation from scale or with unrecorded cases. The trend
is projected to continue with a possible slowdown. Improving methods of information protection,
tightening legislation will help slow growth or reduce it.
3. The discussed issue of isolating the country from the global network at the program level
or technically. It will be necessary to make organizational and managerial decisions in the field
of re-forming networks, using domestic and foreign network equipment and software. A detailed
discussion of the above three groups of methods for protection against threats will be required.
4. In the information war, in contrast to geopolitical military conflicts, on the whole, there
is no well-known understanding of the concepts “army” and “armed forces”, with the exception
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of attempts to introduce the latter in the information sphere by governments. Acting parties
to the conflict, that is, the opposing forces are globally decentralized individual participants,
summarized according to the principle of attack targeting. They can be geographically located
in different parts of the country, on different continents, use personalized methods and
attack resources, but pursue one goal. Such forces, as a rule, lack a clear hierarchy of powers
and a clearly marked governing body, headquarters, and coordination center. Moreover, their
actions may be unregulated criminal in relation to the population of another state.
Russia needs a central control mechanism for such forces, which will ensure the possibility
of their joint use in the interests of protecting the country, as well as deterring their potentially
dangerous uncontrolled destructive influence. Also, this governing body should form the
current composition of specialists in the field of programming, information protection and
attack, scientists, technical engineers, network administrators.
According to the information security of future reports, Alexei Kudrin, we should make
a choice between two strategies, one of which is orientation to cooperation with external
partners and the strengthening of the legal framework for global regulation of this sector, while
the other is to strengthen domestic regulation and orientation on their own resources and
solutions. In my opinion, each of the strategies should have an element of compromise with
respect to the competing one. International cooperation in this area will contribute to the
steady development and international balance, and resist against international threats such
as the recent virus WannaCry or groups like Equation, Strider, Lazarus and others. At the same
time, developing your own solutions and providing your own resources in this area is important
in order to ensure national security.
Conclusion
The twenty-first century has been preparing unpredictable challenges for Russia and
dictating new conditions for ensuring a stable position on the world stage. The presence of the
largest army and nuclear potential will soon cease to be an effective advantage even against
the smallest and most militarily underdeveloped states, because the threat to the critical
infrastructure of a state can now come from any part of the globe and depend largely on the
sophistication and attackers’ resources.
In Russia, special attention should be paid to supporting competitive manufacturers
of software and network equipment, because the Internet devices may soon become a full-fledged
part of the military-industrial complex. Provide education in this area both at a professional
level for future specialists and at a mass generalized for all residents of the country in order
to prepare the latter for information stuffing and major attacks on various types of institutions.
It is necessary to correct the current legislation, taking into account the current scale of the
problem and the necessary responsibility. To ensure greater independence of the media
market and the financial market of the country, to exclude the possibility of foreign targeted
destructive information influence on them. To form a coordination system, government bodies
for the unification of information protection and information attack forces, to create an active
community of specialists, managers, analysts who carry out coordinated work to protect the
information space of the country. Develop new methods of providing information protection,
as well as, if necessary, methods of effective information attack in order to ensure a strategic
balance on the world stage. Need a wording clear and consistent long-term strategy, which will
be a guide to further development in this area.
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Introduction
Old age – a special stage in human life, the final stage of human life, naturally occurring
period of age development from the loss of the body’s ability to procreate to death, which
is characterized by deterioration of health, mental abilities, attenuation of body functions.
This period in science is studied least of all in comparison with other stages of life, however,
nevertheless, it every year invariably causes undiminished interest on the part of researchers
of this process. Gerontopsychology (one of the branches of psychology) is engaged in studying
the features of life of elderly people, characteristics of aging. Here is the definition
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of gerontopsychology from the Great Soviet encyclopedia: «Gerontopsychology is a branch
of gerontology and age psychology that uses General psychological tools and techniques
to study the features of the psyche and behavior of the elderly and elderly. Although interest
in the problems of mental characteristics and changes in aging has existed for a long time,
gerontopsychology as a special discipline begins to take shape only in the second half of the
twentieth century. Its appearance is primarily due to social and economic reasons: an increase
(absolute and relative) in the number of elderly people, problems of their performance, work and
life structure. Gerontopsychology studies the relationship with aging of General physiological
and psychophysical characteristics and psychological characteristics of behavior, as well
as personal shifts generated by changes in the nature of activities and value orientations.
The General goal of gerontopsychology is to find means to prolong an active and full-blooded
human life» [13, p. 185].
Old age is a period of generalization and transfer of rich life experience, search for new
activities, hobbies and hobbies grandchildren. Communication during this period is built mainly
around adult children and grandchildren, and it is natural that the circle of communication
is significantly narrowed. The feeling of uselessness, abandonment and loneliness is the main
danger of this age. The children have grown up, the work, the cares associated with it are already
in the past, the pension has come, and even the health is deteriorating-is this all, the end
of life? Or is this the beginning of another important life stage?
Speaking of old age, there are three main stages:
• aging (60–75 years);
• proper old age (75–90 years);
• longevity (more than 90 years).
Accordingly:
• pre-retirement period;
• retirement stage;
• period of adaptation to a new social status, search for new forms of employment.
Let’s also consider such concepts of developmental psychology as «age» and «crisis of age
development», which are significant in our study. Age (in psychology) is a category that serves
to indicate the temporal characteristics of individual development.
Each age has psychological personal development reserves that can be activated by the
personality itself in all adult ages, as noted by D.I. Feldstein [7; 8; 11–13; 16].
According To L.S. Vygotsky, the crisis of age-related development «from a psychological point
of view is an aggravation of subjective internal contradictions between the already formed
experience and mental functions and the qualities of motivation, abilities, self-consciousness,
emotions, and so on that arise again in a person under the influence of personal changes and
social influences. All age-related crises are psychosocial normative. A non-normative crisis
is anything... that goes beyond the age-related and psychosocial personality changes common
to all people» [17].
Research methodology
In this study, we used the following methods: theoretical (modeling, abstraction, analysis
and synthesis, deduction, induction, generalization, classification, formalization); empirical
(observation, comparison, study of various sources of information, analysis of information
obtained, experiment); mathematical (statistical, visualization). The descriptive method,
which includes methods of observation, interpretation, comparison and generalization, was
fundamental for the research undertaken. In addition, the paper uses a theoretical analysis
of the scientific literature on the problem of research.
Discussion
Often, the crisis of older age is called pre-retirement, thus highlighting as the most important
determinant of such a social factor as the achievement of retirement age, or the period
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of retirement. Retirement is, in fact, a tough psychosocial test for a person: there is a cardinal
breakdown of values; there is an awareness of the finality of life, the inevitability of leaving.
Often this period of life is accompanied by depression, a sharp sense of their uselessness,
abandonment, despair, loss of interest in life, its events [4; 9]. Retirement drastically changes
the way of life, including the loss of important social roles and a meaningful place in society,
sometimes the loss of meaning of life, the collapse of the current way of life, the separation
of man from his reference group, the narrowing of the circle of friends, an abundance of free
time, deterioration of the financial position, changes in the structure of psychological and
physiological time, decrease of vitality, loss of body functions, poor health, often causing acute
state of uselessness and futility [2; 8; 13; 16].
This period is difficult for most aging people, generating negative emotional experiences,
heartache and frustration. «However, the individual intensity and intensity of the experience
of the pension crisis are very different depending on the nature of work, its value for the
individual, the degree of psychological preparedness of the person, his personal characteristics
and life position, developed in previous years. So, parting with hard physical work or unloved
professional occupation can be completely painless, even joyous, as a release and the opportunity
to do something else, more pleasant» [19].
Russian psychologist and philosopher L.I. Antsyferova in his study concludes that the set
of characteristics (level of activity, coping strategies with difficulties, attitude to the world
and yourself, life satisfaction) can distinguish two main personal types of older people. Older
people of the first type bravely survive retirement, switch to a new interesting business, tend
to establish new friendships, retain the ability to control their environment. All this leads
to their experiencing a sense of satisfaction with life and even increases its duration. Older
people of the second type are characterized as passively related to life, experiencing alienation
from others. They have a narrowing range of interests, a decrease in intelligence indicators,
based on the results of tests, a loss of self-respect, a sense of their worthlessness and personal
inadequacy [3].
It is believed that in old age a person will have to overcome three sub-crises. The first of them
is to re-evaluate your own «I», in addition to its professional role, which for many people until
retirement remains fundamental, the main one. The second sub-crisis is associated with the
awareness of the fact of fading vitality, deterioration of health and aging of the body, the loss
of loved ones. As a result of the third sub-crisis, a person’s self-care disappears, and now he can
accept the idea of death as inevitable without horror. «There comes a time when the tense
dialogue between life and death begins to sound clearly in the space of individual existence and
the tragedy of temporality is clearly realized» [20].
Unfortunately, at the present time, our society, as well as philosophy, psychology, sociology,
and medicine, by and large, can offer almost nothing to relieve the mental anguish of an aging
and dying person. «The elderly and the aged are generally afraid, not even of death itself, but
of a purely vegetative existence devoid of any meaning, as well as of the suffering and torment
caused by disease. We can state the presence of two leading attitudes in their attitude to death:
first, the reluctance to burden their loved ones, and secondly, the desire to avoid painful
suffering. This period is also called “nodular”, because, not wanting to burden their old age and
death, many elderly people begin to prepare for death, collect the accompanying rite of things,
save money for the funeral. Therefore, many, being in such a situation, are experiencing a deep
and all-encompassing crisis that affects both the biological, emotional, philosophical and
spiritual aspects of life» [1].
In General, all modern life is designed for the young, healthy, strong and successful. Therefore,
it is so difficult to adapt to it for those who do not meet these unspoken criteria, especially for
those who were in demand, significant in society and their circle and suddenly «fell out of the
cage», began not to meet the requirements. And the fact that these processes – aging and old
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age – are absolutely natural, inevitable and inherent in every living organism, without exception,
unfortunately, is not a consolation in this situation and does not facilitate its understanding,
does not reconcile with this.
In Russia, the crisis situation for the elderly and elderly people is aggravated, among other
things, by the following circumstances.
1. The social status of people in this category is very low, and its sharp decline occurs in a short
time period. Not everyone can accept this situation, and special services of psychological
support, social assistance and the like are so lacking in our country.
2. The economic status of this social group is also extremely low – there is a process of real
impoverishment. Given the poverty-stricken size of the pension in Russia (the average size
of the assigned pensions in October of this year was 14 thousand 205 rubles) and the fact that
it is not possible to live on it with dignity, the prospect of its increase in the future, as if we did
not prove from above, can really attract not many.
3. In the modern labor market, there is no really functioning system of professional
development and professional opportunities for people of retirement age who have retained their
labor and social activity and desire to work and continue working. «For the elderly unemployed,
age is the main factor that reduces the likelihood of employment in their profession. Even in the
case of a positive solution to this problem, the new job usually does not meet the qualifications
and educational level of the applicant. For pensioners who continue working, professional
routes are mainly limited to enterprises with low wages and difficult working conditions» [10;
13].
4. The state of health of people of this age category deteriorates, there is a natural
attenuation of body functions. The presence of chronic diseases forces the elderly and elderly
people to seek medical care more often, and this, accordingly, leads to additional costs (and
considerable!), significantly exceeding the amount of the pension. The General deterioration
of the material situation characteristic of this period of life only aggravates the problem.
5. Loneliness of elderly people. This is, in General, a global problem of society. Of course,
it occurs and manifests itself in all different ways, but by and large everyone is lonely in their
own way. Someone by the will of circumstances was left alone. Or the children have grown
up and left for other cities and even countries. Someone has divorced their spouse. Someone
even can live all life near the person and will feel lonely. Someone is completely uninteresting
to communicate with their peers, whose conversations in most cases are reduced to complaining
about health, growing high cost, incompetent and unprofessional doctors, insensitivity and
callousness of relatives and friends, General indifference to the problems of the elderly, etc. Today
in large cities, in fact, a person automatically becomes lonely. In General, the circumstances
may be different.
«A person’s assessment of the meaning of his life for himself and for other people, as well
as the existence of a life goal and a time perspective linking the present, past and future are
intertwined with the emotional experience of life satisfaction. Dissatisfaction with life as a total
experience is associated with the assessment of external and internal living conditions and
consists of concern for their deteriorating health, appearance, lack of material resources, lack
of physical and moral support, social isolation. All this is manifested together with life wisdom
as the Central psychological neoplasm of old age» [14].
The outstanding scientist-psychologist E. Erikson in his periodization of personality
development notes that «late maturity (the first half of old age) is the time of the final form
of identity crisis, the time of choice between the integrity of the personality (integrativeness)
and despair (despair in the face of death). Favorable conditions, according to the views of E.
Erickson, allow an elderly person to achieve personal integrity, which implies: the order and
significance of the “I”; trust in the past, acceptance of the present; acceptance of their life
path and the people included in it…; the perception of life as personal responsibility; sense
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of community; a willingness to protect your life style, not condemning the lifestyle of others;
awareness of the coincidence of its life cycle with the period of historical time; the awareness
of the integrity of the individual with culture and civilization; the achievement of wisdom
as a personal force; “increment” identity. A wise old man rejoices in the success of subsequent
generations, does not interfere with them, partly conceding their positions. Under unfavorable
conditions, according to E. Erickson, the integrity of the person is not achieved or lost, which
leads to a sense of despair or hopelessness. Despair is caused, first of all, by dissatisfaction
with your life and understanding its limitations, awareness of the impossibility to change the
negative way of life. This General mental state is manifested in the demonstration of elderly
people’s rejection, discontent with the people around them and social institutions of society»
[14].
Results
E. Erikson identified two scenarios for overcoming the crisis of old age: prosperous and
dysfunctional.
When successfully overcoming the crisis of old age is observed:
• «order and significance “I”;
• recognition of the past, positive attitude to experience, acceptance of the present;
• acceptance of your life path and participants in this life;
• understanding personal responsibility in life;
• a sense of integrity with the culture, time and civilization;
• wisdom...» [18].
In an unfavorable scenario, the crisis is observed:
• «despair and hopelessness due to the lack of a sense of integrity of the individual;
• dissatisfaction with life, understanding its limitations;
• awareness of the impossibility of changing the negative scenario of life» [18].
Based on the research, foreign scientists have received significant results, according to which
they identified five main types of personality in old age:
1) constructive type. It is characterized by internal balance, optimism, high self-esteem,
positive thinking, tolerance for other people, critical attitude to yourself, planning your future,
waiting for support from others;
2) dependent type. It is characterized by a good ability to adapt, lack of ambitious
professional and life plans, a tendency to submission, focus on family and other people’s help;
3) protective type. Differs excessive emotional restraint, some straightforwardness in actions
and habits. Tries to provide for himself, hardly accepts someone’s help;
4) aggressive-accusatory type. It stands out for its impulsivity, suspicion, negative
experiences, the desire to shift responsibility and blame for their own failures to other people,
denial of aging, fear of death, inadequate perception of themselves and the world, a negative
attitude to others;
5) self-incriminating type. It has such features as passivity, depression and fatalism, lack
of initiative, lack of desire to overcome difficulties. Suffers from loneliness, and in death sees
deliverance from torment [14; 18].
S. Moscovici, french psychologist, author of works in the field of social psychology, in his
typology identifies three psychosocial versions of the personality of older people and the
course of old age:
1) «old people-negativists tend to deny themselves the signs of old age;
2) extroverted old people believe that the onset of old age is associated with external
influence, with social changes in the world around them;
3) introverted old people are particularly sensitive to the aging process» [14].
A well-known Russian researcher A.G. Leaders put forward the point of view that «there
is a crisis of aging in the narrow sense of the word-the transition from the second Mature age
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to old age, and there is a more commonly used broader concept-the crisis of aging as old age
itself, where many psychological characteristics of maturity “Shine through” through no less
visible characteristics of advancing old age» [11, p. 132].
Summary. How to survive the age crisis of old age
According to E. Erikson, the age crisis of old age is expressed in life wisdom as the highest
achievement of this period, and «internal psychological work is a condition for a positive exit
from the crisis of old age. A person’s acceptance of life changes contributes to its favorable
resolution. A person’s denial of their age-related changes leads to despair, hopelessness, and
fear of death» [8; 11–14; 16].
For successful coping with circumstances, it is necessary to consciously recognize the
changes taking place, your aging, finding a new business and maintaining social contacts
with the younger generation. This is the time to transfer your life experience. On the contrary,
passive behavior, which is focused on avoiding, avoiding problems, only aggravates the situation
of crisis experiences, moreover, leads to the isolation of a person [2; 8; 11–13].
Domestic psychologists give the following main characteristics of motivation, value system
and life position of elderly people who are sure that their aging is successful and quite favorable:
«a) focus on the present, full acceptance of the processes of their aging and adequate goalsetting;
b) the tendency to revise and change active targets, rules and beliefs to a new contemplative,
calm and self-sufficient life position;
c) the emergence of new cognitive interests associated with acquired forms of intrapersonal
activity and social motivation;
d) steady mental work aimed at rethinking their past life experience, past activities» [14].
The psychological tasks of this age period include the following:
• acceptance of psychological and physical changes;
• reasonable perception of old age (without negativity);
• conscious targeting and filling the released time;
• accepting a new social role;
• optimism and goodwill, emotional and psychological flexibility.
Of course, during this period it is very important not to stop leading an active life, to look for
new areas of application of their forces, mind and energy, to strive for self-education, creative
activity and full-fledged mental activity. For example, many today’s pensioners, people very
active and purposeful, successfully master new technologies, such as the Internet, modern
gadgets, self-actualize and learn. Others are happy to join interest clubs, study in different
faculties at the Silver University, and take courses and classes that are offered to older people
on their chosen topics and preferences.
«Release from work gives a lot of free time, but it does not mean the end of life. You just
need to find a hobby and hobby that will now be interesting. There was a lot of time for yourself,
taking care of yourself. Yes, health is deteriorating, the body is aging, but you need to accept this
and take rational care of your health. To make it easier to experience this, you need to be aware
of the importance of your life, feel respect and interest from other people» [18].
«A favorable period of old age is experienced by positive, psychologically well-off personality
types, identified by the famous domestic researcher I.S. Kon: 1) after retirement, social activity
and creative attitude to life are preserved; 2) there is a hobby, a desire for self-education, social
and psychological fitness; 3) efforts are invested in the family, in work for the benefit of family
members...; 4) the desire to strengthen their health is expressed...» [14].
It is necessary to move forward. «If you don’t know where to start your new “autumn” chapter
yet, try one of the following, for example:
• think about your old hobby, which previously did not have enough time, and do what you
love in earnest;
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• spend more time with your grandchildren or with your pet, because sincerely and selflessly
loving creatures will infect you with their energy and love of life;
• learn something new for yourself: playing a musical instrument, a foreign language, learn
to work on the computer;
• take part in social life: attend city events…;
• join an interest club;
• take a weekend trip to a place you’ve never been before;
• spend more time in nature: take a walk in the park, enjoy the scenic views;
• get involved in art: visit a museum, go to a concert or performance.
The possibilities are endless. It is important to choose what will be most interesting for you
and bring joy. If you find time for spiritual growth, there will be no room in your soul for the
aching emptiness, which means that the approaching old age will not frighten you with its
inevitability. Later life can be full of other exciting events, if only you want it» [4].
Positive attitude, optimism and inner harmony-this is the key to successful aging!
Unfortunately, we can’t stop the flow of time, but we can manage the quality of our lives.
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Annotation: in article features of the organization of the working environment in the office; analyzes the
advantages and disadvantages of open office; it is noted that the advantages of working in these offices almost
leveled list, significant deficiencies, continues to gain momentum and popularity of the work outside of office
walls remotely and in free graphics; provides a list of factors that make the office an attractive and productive
health care, creating a comfortable zone of silence, mandatory rest breaks while working, creating a natural
oasis right in the office, etc. The authors of the article offer a specific algorithm that allows you to organize
Open space so that employees feel more comfortable and work more efficiently. This algorithm was tested
in one of the Moscow companies for the production and sale of goods for animals and sports and tourist goods.
The results of the survey, the analyzed self-assessment Questionnaire, and the assessment of the company’s
capabilities allowed the authors to develop constructive recommendations that will be useful and effective not
only for a specific organization, but also in a broader area – in a variety of offices and institutions.
Key words: human capital, working environment, open office, organization of office space, family-friendlypolicy, pet-friendly-policy, labor productivity, positive emotions, level of organizational efficiency.
JEL classification: А130, А230.

Introduction
The main factor of success of any company has always been and remains human capital.
An important role in the performance of labor processes is played by the influence of positive
emotions on the desire of the performer to perform work tasks efficiently and efficiently. The
design of the working environment should be based on knowledge of the physical, physiological
and psychological mechanisms of the impact of its factors on the human body and activity.
The working environment is a set of physical (electromagnetic factors, physical properties
of the air, mechanical factors: noise, vibration, acceleration), chemical (natural gas composition
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of the air, harmful impurities in the air), biological (microorganisms, macroorganisms), sociopsychological and aesthetic factors of the external environment that affect the operator [24].
Work in the office is one of the most popular today. The offices employ representatives of the
most extensive range of specialties, while the most common version of office space is opentype offices (open space). This is a variant of the office space layout, in which the main features
are a large amount of free space for managers of lower and middle levels, large offices for senior
managers, plus closed meeting rooms. The open space office format was invented by Frank
Duffy, an architecture student, in the 1960s. The new idea of organizing office space appealed
to Americans. During the “industrial boom” in America, it was decided to organize the work
of clerks on the example of the conveyor: employees were seated at tables, as in school, and
the best employees who received a promotion, moved to their own offices. Also, the boss had
his own personal space in the form of an office with a circular view, and could fully control
the workflow. The idea of such an office appeared in response to rising rental prices and the
difficulty of redeveloping for specific purposes. Currently, more than 70% of offices in the
United States operate in open space [25]. In the CIS countries, this format appeared in the mid1990s. “Open office” was “run-in” in the West and today in Russia we can see a rampant boom.
Open plan office – or open-type office – layout of the workspace, office, where there are
no walls as such. The advantages of open space are the high flexibility of the layout, the growth
of contacts between employees, and the saving of office space.
The advantages of an open office are the following:
• reduction of office maintenance costs (this is a lower cost of renting space or land, and,
as a result, less construction costs);
• the ability to place a larger number of employees in an open office than in separate offices
in the same area, all other things being equal;
• ease of planning and redevelopment;
• simplify communication between employees. There is no need to go from office to office –
everything is visible, most employees have direct access;
• ability to organize a collective discussion and solve business problems;
• unification of the room style and all elements in this room.
However, along with the advantages, such offices have disadvantages. Over time, more and
more shortcomings are revealed. The main one is the negative impact of working in such
a place on the psychological mood of employees with the result in a drop in productivity.
The results of statistical research show disappointing results for open office owners.
Here, on average, the productivity of employees is 15% less efficient than that of employees
of companies with other types of offices.
High levels of stress at work are no longer the main motivating factor for employees: today,
company executives understand that the positive impact of stress on productivity has been
overestimated. Although a stressful atmosphere encourages you to work harder in the short
term, it ultimately has a negative impact on your health and job satisfaction. Research shows
that workplace stress leads to an increase of almost 50% in voluntary turnover. People refuse
promotions or resign. And the costs of staff turnover associated with recruitment, training,
reduced productivity, loss of experience, and so on, are significant. The Center for American
progress estimates that replacing one employee costs about 20% of their salary [16].
In an open office, it is difficult to focus on work. This is especially true for the same open
office without booths, where only tables, standing in a row, computers and chairs. It is not
that it is extremely difficult to work here, but it is quite difficult. You can not simultaneously
be immersed in the performance of another important task and at the same time engage
in a conversation with a neighbor, respond to noise or do something else. All these phone
calls nearby, the movement of neighbors, noise, flashing by employees prevent immersion
in work [18].
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In some cases, extended operation in an open office have a negative impact on memory.
A study conducted in 1988 by the British journal of psychology found that background noise
containing incoherent passages of speech interferes with people’s ability to remember texts
and perform mental calculations [10].
Noise is not the only problem in open offices. Often disputes with colleagues arise because
of phone calls, air conditioning (turn on or not), curtains (open or keep closed), and the like.
Disadvantages of open space:
• noise. According to a study by Dutch scientists, 32% of office employees are irritated
by loud conversations of colleagues, and 30% are irritated by constant phone calls;
• domestic conflicts on the basis of «fresh air» – two opposing camps with the air conditioner
on and off;
• ease of spreading infections. In Denmark, they even conducted a study that found that
in OpenSpace-offices, where more than six people worked, employees took sick leave 62% more
often;
• the lack of personal space is clearly psychologically uncomfortable. Five days a week,
sharing a workplace with a huge number of other people who hear your personal conversations
is not very comfortable [6].
All these constant quarrels, disagreements or just accumulated irritation often lead to stress
and, as a result, increased pressure and other ailments. According to the Harvard Business
Review [16], in American companies with high levels of stress, the cost of medical services
is 50% higher than in companies with a more favorable working environment, and the cost
of treating diseases caused by stress amounts to 500 million US dollars annually (not including
the costs due to absence due to illness).
As we can see, the advantages of working in such offices are almost offset by a list
of significant disadvantages.
Method
The popularity of working outside of office walls continues to gain momentum: according
to Regus estimates, at least 43% of employees today want to work remotely and in a free
schedule mode. And this is far from the limit, given the development of technology and the
desire of the younger generation for life & work balance [1].
Against this background, companies that still want to get the best staff, tend to create such
offices that will be better than on the remote site. Back in the 1970s, legislation was passed
in Germany, the Netherlands, Sweden, and Italy that allowed employees to decide which offices
they preferred to work in. Today, the leading international trends in creating office spaces are
focused on an internal client-an employee of the company or an applicant.
A study conducted in 2009 in Sweden clearly showed that owners of individual offices feel
much more comfortable than employees of medium-sized and large open-type offices.
Some companies whose employees are engaged in work that requires a high degree
of concentration (writing texts, planning advertising campaigns, financial planning, software
development), are experimenting with the choice of quiet rooms and closed spaces.
It is important to understand that comfort in the workplace reduces employee turnover.
There are plenty of ways to make a space special. Although unusual solutions tend to cost
more than the average, they increase employee loyalty, creativity, and engagement, as well
as positively influence their desire to come to the office in principle.
Here is a small list of what makes working in the office attractive and productive.
Care of health. The new generation is scrupulous about their health, so many offices are
no longer just ergonomic, but really allow you to become “faster, higher, stronger” right in the
workplace. For example, in America and Scandinavian countries, so-called office balls are
incredibly popular in offices – gym balls adapted to the office space, an analog of fitballs that
can be used instead of office chairs (even short-term use of gym balls gives a noticeable effect:
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the load on the lower back is reduced, the stabilizers muscles work, allowing you to maintain
correct posture), as well as treadmills and exercise bikes combined with workstations. Depending
on the company’s profile and its employees, offices can offer a variety of entertainment formats –
from ping-pong tables and Russian Billiards to table football and Darts. This will give employees
the opportunity to relieve stress and reduce stress levels.
Another popular area is the zone of silence. Not just a “quiet room”, but several spaces
where it is forbidden to talk and use gadgets even in silent mode. This can be a library or a space
for focused work, where you can read a book, read documents, sit in a massage chair or lie down
in virtual reality glasses.
Rest breaks during work are extremely important. No matter how favorable the atmosphere
in the team is, people can’t work continuously. Studies have shown that work efficiency increases
if you take a rest break every 52 minutes for 17 minutes – preferably not at your Desk. Thus,
according to the results obtained using the DeskTime.app [23], the productivity of employees
who followed this mode of work was 10% higher than that of their colleagues.
Live plant. One of the key needs of the residents of a modern metropolis is that everyone
needs trees, flowers and fresh air. In the book “The Nature Fix”, its author F. Williams proves that
“green spaces allow people to recover faster psychologically, relieve stress, make them more calm,
relaxed and prone to interaction” [21]. Therefore, creating a natural landscape in the office
is a tool for corporate culture that is clearly undervalued. “In offices where there are plants,
employees are calmer and less ill, – says Dr. Qing Lin, author of the best-selling book “Shinrinyoku. The Japanese art of “forest bathing”. How trees give us strength and joy” – Potted flowers
have been shown to reduce the severity of symptoms associated with “big building” syndrome,
such as dry and irritated skin, sore throat, headaches, drowsiness, irritability, and low ability
to concentrate”. In addition, plants in the office clean the air from toxins released by carpets,
finishing materials and appliances; maintain an optimal level of humidity (air, over-dried air
conditioners and heating devices, often provokes diseases of the upper respiratory tract and
irritates the skin). And if you provide employees with full-fledged natural oases right in the
office, why do they need remote work in nature, in a Park or a stuffy co-working?
A modern office should not be a compromise between individual and shared space, but
should play the role that is required of it at the moment.
Today, more and more companies offer employees the opportunity to take their children
to work with them [2]. Survey data show that 55% of respondents take their child to work
because they have no one to leave with, 18% want to introduce their child to colleagues,
16% come on their way from school or kindergarten, take their children with them when they
go to work on a Saturday or for other reasons, 8% want to introduce their children to their field
of activity, and 6% simply miss them and want to see them more often [11].
Company managers who can think ahead understand that employees can only devote themselves
to working with full dedication when everything is in order at home. It is not necessary to force
the employee to choose between urgent delivery of the project and taking care of children after
school. Inviting children to the workplace is a way to solve both tasks at the same time without
creating a conflict between them, to do this, you need to implement a family-friendly-policy. This
helps employees find a balance between family and work. In particular, parents can spend less time
searching for entertainment and educational activities for toddlers and school children and spend
time with their family (you can regularly arrange family weekends and children’s performances
right in the office, and allow children of employees to be present at the parent’s workplace). After
all, many employees want their children to follow in their footsteps and are ready to share their
experience with them. So the child gets the opportunity to be close to their parents and learn
something new, looking into the adult world. According to HeadHunter surveys [2], every tenth
specialist brings a child to work not only because they have no one to leave them with, but because
they want to show them what they are doing and pass on useful skills.
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The experience of Russian and foreign companies confirms that by creating conditions
in which family circumstances will not be a problem, you do not have to spend resources on finding
and training new specialists, and overall productivity increases due to the fact that people do not
have to be torn between home and work Affairs [3].
The pet-friendly-policy is also gaining popularity, when company executives allow
employees to come to work with cats, dogs and Guinea pigs. Today, the vast majority of American
HR specialists are confident that the presence of a pet near the owner during the day has
a positive effect on the work of not only the pet owner, but also his colleagues. This trend
is also gaining momentum in many companies in Europe. In Russia, the first office that opened
its doors to animals was the capital office of Mars. This was followed by BBDO Group, the Russian
Association of electronic communications, and others.
The authors of the article proposed an algorithm that allows organizing Open space so that
employees feel more comfortable and work more efficiently.
First of all, it is necessary to rethink the existing style of work and communication.
1. Conduct an anonymous survey (for example, using Google Forms) and find out what most
irritates the main part of the company’s employees, identify the main needs and problems
of employees.
2. Determine the quantitative and qualitative composition of employees (gender, age,
marital status, presence/number/age of children), distance of residence from the place of work.
3. Offer a 10-point “self-assessment Questionnaire”:
– desire to go to work;
– the level of stress and tension in the workplace;
– favorable atmosphere in the team; ease of communication between employees;
– democratic relationships;
– state of health; attitude to sports;
– availability and convenience of places for work, rest and food;
– degree of concern for children.
4. Evaluate the company’s ability to arrange an office for comfortable work.
For example, if most people are concerned about the noise level, divide the space so that
employees “on the phone” sit away from those who are engaged in work that requires increased
concentration. Dedicated hours for strategic tasks will help reduce the noise level in the team
and make each employee’s work more productive. A good solution is to equip special “silence
rooms” where you can leave at any time, focus on an important task, discuss team issues or talk
to a client. Divide personal and work space – invite employees to talk on the phone in the hallway
or rest room. Reduce noise – identify all items that make noise, such as a coffee machine or printer,
and concentrate them in separate offices or corridors if possible. This will significantly reduce
the noise level. You also need to make sure that each employee has headphones on their desks
that allow them to switch to their favorite music and focus on their tasks.
Enter plants in the office space. If the office is small and there is no place for a tub with
a tree, put a few indoor plants on the windowsill, Desk or shelf. NASA scientists have conducted
a study of various ways to clean the air on space stations and compiled a list of the ten most
useful plants. This list includes: spatiphyllum, scindapsus golden, common ivy, chrysanthemum,
gerbera, raffia wine, azalea, dracaena bordered, spider. Bamboo is also one of the plants that
require almost no care. It does not need sunlight or even soil, it is enough to put a bamboo
shoot in a vase with a small amount of water [20].
5. Use the specifics of the company to create a psychologically comfortable working
environment.
Results
This algorithm was tested by us in one of the Moscow companies for the production and sale
of goods for animals and sports and tourist goods. The Director held a meeting of employees,
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where he explained why the survey would be conducted, and asked everyone to be as Frank and
open to changes as possible.
The result of the survey revealed the following:
1) number of employees – 34 (26 women and 8 men);
2) 27 people work in the office, 7 people work in production and delivery;
3) age of employees – 23–67 years (mostly 30–45 years);
4) having children – on average 1–2 children (age 6–16 years);
5) almost all employees live within 15–25 minutes of travel from the place of work;
6) the most annoying thing is the poor organization of the workplace and the need
to constantly be among colleagues under the supervision of management;
7) noise in the workplace. The main contingent of the company is engaged in online sales
both in Moscow and in the regions, and is forced to work all day with headphones, while all
conversations with customers are recorded and listened to by the management. The other part
of the employees, though smaller in number, works in the production shop, where it is also noisy
and uncomfortable;
8) lack of privacy for rest even during the lunch break;
9) poor nutrition of employees. The main building of the company is located far enough
from shopping centers, cafes and shops. Employees have to carry food with them and eat in the
workplace;
10) almost everyone notes fatigue, reduced performance and a bad mood;
11) 89% of employees experience nervous tension and unwillingness to go to work;
12) about half of the employees would like to be able to bring their children to work after
school;
13) almost all employees noted a lack of collective spirit in the organization.
An assessment of the company’s ability to set up an office revealed the following: in addition
to the production room, which is located in an adjacent building, there are six rooms of different
sizes, two of which are located in the basement without windows.
The results of the survey, self-assessment Questionnaire and analysis of the company’s
capabilities allowed us to make the following recommendations.
1. It is necessary to redevelop the premises for their intended purpose:
1) on the first floor, equip two working spaces for staff (separate Moscow and regional
managers). Be sure to separate each workplace with opaque high partitions;
2) allocate an office for managers;
3) in the largest room, equip the kitchen (microwave, multi-cooker, kettle, coffee machine,
refrigerator) with a table and chairs and allocate a children’s area (add two bag chairs, a rack,
a carpet on the floor, a desk); buy board games;
4) in the basement, place a show-room (also known as a meeting room) and a small “room
of silence” (put a comfortable chair, make dim lighting, provide for the possibility of listening
to music).
2. Add plants (floor, wall and, at the request of employees, desktop).
3. Allow employees to bring children to the office after school and on certain days pets (for
example, once a month).
4. Organize joint events in the workplace (celebrate holidays, birthdays, conduct excursions
to the production of children, lectures on art, invite artists, organize photo shoots, etc.).
Discussion
In our case, the company specializes in the production and sale of pet products and sports
and tourist equipment. Almost all employees love and have pets, which made it possible
to attract them as models to create a catalog of products for animals, and children with their
parents participated in the creation of a catalog of sports and tourist equipment. The money
saved went to the children’s corner of the office.
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According to the employees ‘feedback, all the activities carried out according to our
recommendations made it possible to create such conditions that they had the opportunity
to have dinner in the kitchen, relax in a “quiet room”, perform their main tasks in a comfortable
workplace and not worry about the whereabouts of children after school. The management also
had the opportunity to retire to a separate room for negotiations with clients. The Director
noted the increase in staff productivity and the almost complete absence of staff turnover,
employees – an increase in psychological comfort, improved mood and the appearance
of a “family” spirit in the team. It should be noted that all this did not require large material
costs on the part of the company.
Conclusion
In sum, a positive workplace is more successful over time because it increases positive
emotions and well-being. This, in turn, improves people’s relationships with each other and
amplifies their abilities and their creativity. It buffers against negative experiences such
as stress, thus improving employees’ ability to bounce back from challenges and difficulties
while bolstering their health. And, it attracts employees, making them more loyal to the to the
organization as well as bringing out their best strengths. When organizations develop positive,
virtuous cultures they achieve significantly higher levels of organizational effectiveness –
including financial performance, customer satisfaction, productivity, and employee engagement
[16]. All this allows to turn a team of employees into a team of like-minded people.
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Introduction
The degradation of the natural environment as a result of anthropogenic activities, due,
among other things, to the greatest growth in the history of mankind of cities, in which more
than 50% of the total population lives, has become universal and threatening [12].
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In Moscow and in the territories located near its borders, there are a large number of economic
objects that are of federal importance. These include industrial enterprises of various branches
of engineering and metalworking (including objects of the military-industrial complex), energy,
chemistry and petrochemistry, light and food industries, the production of building materials,
as well as motor transport.
This causes the heterogeneity of the composition of pollutants, mandatory components
of which are heavy metal compounds (TM). One of the approaches to assessing environmental
parameters of the environment can be the results of observations of the state of adjacent
media, analytical and model calculations [1]. It is believed that snow cover is universal for such
assessments, information on the qualitative composition of which can be fully used to assess
the quality of atmospheric air and individual components of the qualitative composition
of water bodies and soils.
A special component of the biosphere is soil, which not only accumulates geochemically the
components of pollution, but also acts as a natural buffer, controlling the transfer of chemical
elements and compounds between the atmosphere, hydrosphere and living matter [20]. Being
in the conditions of the city, the soil is experiencing a powerful anthropogenic impact. One
of the components of this impact are aerotechnological pollutants – pollutant substances:
heavy metals, organic compounds, oxides of nitrogen, sulfur, etc., which change both the
physical and chemical properties of the soil [11].
When the sod-podzolic soil reaches the surface, heavy metals first come into contact with
a layer of litter or litter, which, on the one hand, serve as the first barrier for heavy metals, and
on the other, they contribute to the transformation of metals into a more active migration form
[10].
One of the differences between the urban environment and the natural environment
is pollution by its heavy metals (TM), which practically do not undergo physico-chemical
or biological degradation, accumulate in the surface layer of the soil and change their properties,
remaining for a long time accessible to living organisms, actively becoming processes of trophic
migration.
Different types of organisms have an unequal ability to accumulate pollutants, including
heavy metals, which can be widely used in bioindication of the ecological state of the soil, in the
mapping of soil geochemical contamination and in assessing the quality of the environment
as living organisms inhabit it.
The southwestern administrative district of the city of Moscow is one of the twelve
metropolitan districts. Its territory includes 12 districts of Moscow. The area of the SouthWestern administrative district is 111.36 square meters. km, which occupies about a tenth
of the territory of Moscow. The population is 1.2 million [15].
In the north, the South-Western Administrative Okrug begins from the Moskva River and
stretches south far beyond the Moscow Ring Road. In the west, the South-Western administrative
district borders on Vernadsky Avenue, and in the east it passes through the territory of Bitsevsky
Forest Park, Simferopol Boulevard and 4th Zagorodny Avenue [15].
Industrial enterprises of various forms of ownership are concentrated in the territory of the
South-Western Administrative District, which have not only city-wide, but also national importance
(table 1). This is, above all, the NPO Automation and Instrumentation, producing products for
state space and defense projects, confectionery and bakery Cheryomushki. In total, the district
has more than 18 thousand small and medium-sized businesses. The Big Moscow State Circus, the
State Darwin Museum, etc. are located on the territory of the South-Western Administrative District.
In addition, there are more than 100 monuments of cultural and decorative art in the area [15]. The
main sources of the district polluting OS are presented in table 1.
A key negative impact on the environment of the district is motor transport. As a result
of its activities, carbon monoxide (CO), nitrogen oxides (NOx), volatile hydrocarbons, including
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substances of 1st and 2nd hazard classes, sulfur oxide (SO2), methane (CH4), ammonia (NH3).
According to the results of the assessment by the Department of Environmental Management,
the amount of pollutant emissions from road transport in the city of Moscow in 2017 amounted
to about 845 thousand tons, in recent years, total emissions of pollutants have decreased
by 160 thousand tons [16].
Table 1
Industrial zones SWAD
IndustriThemainenterprises
alzone
Butovo • OJSC ButovskiyKombinat
• Joint Transport Expedition
• Asphalt-concrete production
• Engineyard
Vorontso- • Electrodepo “Kaluga”
vo
• Firstbusfleet
• Transportation plant “Russia”
• Heating network campaign
• FSUE Scientific Research Institute of Automatic Equipment
• Moscow factory for processing special alloys
• Machine-tool factory “KrasnyProletary”
• Avtokombinat 12
Don- • CHP No. 20
Streets • The large railway station “Kanatchikovo”
• Combine of building structures
• Avtokombinat № 29
• Gas filling station
• Institute for Nuclear Research, RAS
• Mosenergosbyt
TeplyStan District heating station RTS № 42 “Teply Stan”

Cheryo- “MechanicalPlant N2”
mushki

Majorpollutants
nitrogen dioxide, formaldehyde,
phenol, hydrogen fluoride, carbon monoxide, benzene, toluol,
chlorine
nitrogen dioxide, formaldehyde,
phenol, hydrogen fluoride, carbon monoxide, benzene, toluol,
chlorine

carbon dioxide, formaldehyde,
phenol, hydrogen fluoride, carbon monoxide, benzene, toluol,
chlorine

nitrogen dioxide, formaldehyde,
phenol, hydrogen fluoride, carbon monoxide, benzene, toluol,
chlorine, suspended solids
nitrogen dioxide, formaldehyde,
phenol, hydrogen fluoride, carbon monoxide, benzene, toluol,
chlorine, suspended solids

Climate and terrain. During the year, the winds of the south-west direction predominate
in Moscow, which means a constant influx of clean air from the forest-park zone. The district
is located on the territory of the Teplostanskaya elevation, in the metro area Teply Stan there
is the highest point of Moscow. Due to this, the atmosphere of the circle is self-cleaning.
On the territory of the South-Western Administrative District there are rather large natural
and artificial green spaces. Together they occupy an area of more than 30 square meters. km,
which is one third of its entire territory. Among them is the second largest park in Moscow,
the Bitsevsky forest park, the eastern part of the Troparevsky reserve, Vorontsov park, Butovo
forest and others. Also featured in the South-Western Administrative District are landscaped
courtyards. The southwestern region is called the “green lungs” of Moscow [13].
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Methods
Samples of snow were collected at the end of winter before the start of snow melting over the
entire depth of snow cover [8]. For this purpose, plastic pipes were used in which a series of point
samples were taken, taken by spatial principle, evenly at regular intervals in the elementary areas
that were not sharply distinguished by the best or worst state of the total mass of snow during
the initial visual inspection. Samples of snow were delivered to the laboratory in numbered safe
packages. Transportation and storage of snow samples was carried out at a minus temperature,
which precludes melting of the samples. Samples were taken in courtyards and squares, near the
forest-park zone. The study determined the content of zinc, lead, copper, cadmium, chromium.
Mixed soil samples were taken from the surface humus horizon (0-10 cm) using the “envelope”
method, in accordance with GOST 17.4.4.02-84 and methodological recommendations on the
geochemical assessment of the contamination of urban areas with chemical elements [7; 9].
Selected soil samples were placed in plastic bags. Each sample was supplied with a label
in which it was indicated: date, area of work, section No., horizon and depth of sampling, the
author of the study [6].
Samples were taken from various territories: courtyards of residential buildings, lawns
along highways with different capacities, landscaped squares, and territories adjacent
to forest-park zones. In soil samples of all plots, the content of gross forms of Zn, Pb, Cu, Cd,
Cr was determined.
At the sites, soil blocks measuring 25 × 25 cm were selected to collect earthworms using
the standard method [17]. At first, the sample area (25 * 25 cm) was marked, hammering pegs
in the corners of the square, stretching the cord between them, scooping up litter and bedding.
Soil samples were laid out on the oilcloth, handpicked, the large pieces were crushed, the root
tangle was uncoupled, the organisms found were fixed. In samples of earthworms determined
the content of zinc, lead, copper, cadmium, chromium.
Analysis of the content of TM in soil, earthworms and snow water was carried out in the
branch of the Federal Budgetary Healthcare Institution “Center for Hygiene and Epidemiology
of Moscow” (CJSC of Moscow) using atomic absorption spectrometry, on spectrometers “KVANTAFA-A” and “KVANT -Z.ETA” for soil and worms, by inductively coupled plasma atomic emission
spectrometry, on a Varian 720-ES emission coupled plasma spectrometer for snow.
Research results
Modern intake of TM from the atmosphere can be assessed by analyzing the contamination
of snow cover by studying the chemical composition of liquid and solid fuels.
The results obtained are presented in Table 2. In the studied areas, the largest supply of lead,
copper, cadmium and chromium is observed in the northern side of the Moscow Ring Road, 35th
km. On the street st. General Tyulenev recorded zinc content in the amount of 0.042 mg / dm3,
which is more than 4 times higher than the background value [3].
There is no reliable correlation between the content of water-soluble forms of TM and
TM in the solid phase. The content of TM in the insoluble residue of snow water varies greatly,
so the value of zinc content ranged from 23 to 220, lead – 8-47, copper – 9.5-57 , cadmium –
0.23-0.7, chromium – 14.7-59. The highest content of HM in the remainder of the snow water
is observed at sites No. 1 and 8 (table 3).
Urbanization and anthropogenic activities in Moscow are becoming predominant over the
natural factors of soil formation, form in the new environmental conditions specific soil groups
and complex soil cover. This process is also aggravated by the considerably dissected relief
of the territory of the city of Moscow, creating differences in the conditions of drainage and
the nature of moistening of some areas of the city. The complexity of the soil cover is also
determined by the difference in the age of the territories – from the ancient city center with the
formation of soil on a powerful cultural layer and to new housing areas in which soil formation
develops on fresh mounds or mixed soils [18].
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Table 2
Content of water-soluble forms of TM in snow water, mg / dm

3

No.

1
2
3

Plot

st. Akademika Glushko,
12
st. Koktebel, 8

4

st. Generala Tyuleneva,
d.5, k.1
Butovo Forest

5

st. Profsoyuznaya, d.43

6
7
8
9
10
11

1
Zn
0,032 ±
0,002
0,031 ±
0,002
0,042 ±
0,003
0,01 ± 0,001

0,035 ±
0,003
square, 23 quarter New
0,005 ±
Cheryomushki
0,0004
st. Profsoyuznaya, d.43,
0,036 ±
k.1
0,003
the northern side of the
0,041 ±
Moscow Ring Road, 35 km
0,003
the southern side of the
0,038 ±
Moscow Ring Road, 35 km
0,003
Yasenevsky Forest Park
0,01 ± 0,001
Projected passage number 680

0,01 ± 0,001

2
Pb
0,005 ±
0,0005
0,003 ±
0,0003
0,004 ±
0,0004
0,001 ±
0,0001
0,001 ±
0,0001
0,001 ±
0,0001
0,001 ±
0,0001
0,006 ±
0,0006
0,007 ±
0,0006
0,002 ±
0,0001
0,001 ±
0,0002

Element
3
Cu
0,008 ±
0,0006
0,004 ±
0,0003
0,005 ±
0,0004
0,001 ±
0,0001
0,053 ±
0,004
0,0039 ±
0,0003
0,045 ±
0,003
0,059 ±
0,005
0,065 ±
0,005
0,001 ±
0,0001
0,0057 ±
0,0003

4
Cd
0,003 ±
0,0001
0,001 ±
0,00005
0,002 ±
0,0001
0,0003 ±
0,00001
0,0007 ±
0,00003
0,0001 ±
0,000005
0,00078 ±
0,00004
0,004 ±
0,0002
0,003 ±
0,0001
0,0004 ±
0,00001
0,0002 ±
0,00001

5
Cr
0,003 ±
0,0003
0,001 ±
0,0001
0,002 ±
0,0002
0,0004 ±
0,00004
0,0015 ±
0,0001
0,001 ±
0,0001
0,0026 ±
0,0002
0,0036 ±
0,0003
0,0029 ±
0,0002
0,0004 ±
0,00004
0,001 ±
0,0001

Table 3
The content of TM in the residue of snow water, mg / kg
No.

1
2
3
4
5
6
7
8
9
10
11

Plot

st. Akademika Glushko, 12
st. Koktebel, 8
st. Generala Tyuleneva, d.5, k.1
Butovo Forest
st. Profsoyuznaya, d.43
square, 23 quarter New Cheryomushki
st. Profsoyuznaya, d.43, k.1
the northern side of the Moscow
Ring Road, 35 km
the southern side of the Moscow
Ring Road, 35 km
Yasenevsky Forest Park
Projected passage number 680
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1
Zn
160,4 ± 15,8
209,6 ± 14,7
220,2 ± 13,6
177 ± 13,4
215,9 ± 14,8
41,7 ± 3,8

Element
3
Cu
45 ± 3,4
29,1 ± 2,2
25,3 ± 1,9
36,4 ± 2,8
53,3 ± 4
9,5 ± 0,7

4
Cd
0,6 ± 0,03
0,3 ± 0,03
0,4 ± 0,03
0,7 ± 0,03
0,54 ± 0,03
0,3 ± 0,03

5
Cr
26,4 ± 3,9
42,1 ± 2
14,7 ± 1,5
33 ± 3
57,1 ± 4,8
43 ± 3,3

23,3 ± 2,1
12 ± 0,6 15,2 ± 1,2 0,23 ± 0,03
196,3 ± 16,3 47,7 ± 4,6 57 ± 4,3 0,5 ± 0,03

51,9 ± 4,3
59,1 ± 5,4

104,5 ± 9,6

0,6 ± 0,06

44,9 ± 3,4

25,1 ± 2,4 28,5 ± 2,2 0,3 ± 0,03
43,9 ± 2 23,6 ± 1,8 0,5 ± 0,005

31,7 ± 2,9
34 ± 2,6

178 ± 13,4
186,2 ± 7

2
Pb
21,7 ± 2,1
8,5 ± 0,4
41 ± 4
22,8 ± 2,2
38,5 ± 3,7
8 ± 0,4

30 ± 1,4 31,3 ± 2,4
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The main characteristic features of the structure of the soil cover of the city, compared with
the soil cover of the outskirts of Moscow, are:
– mosaic, vertical and horizontal heterogeneity of the soil cover, resulting from local
anthropogenic influences in the process of the formation of the city;
– the fragmentation of the spread of soil cover, its discreteness (discontinuity). In Moscow,
as in any big city, there is a spatial change of soil, soil-like bodies and soils of building foundations,
quarries, communications and sealed soils under roads and asphalt concrete pavements;
– artificial borders between contours of the soil, a geometrical, rectangular shape of contours
of the soil. The boundaries of the contours are largely determined by the location of buildings and
roads.
In Moscow, the natural soil cover, during the formation of the city, was predominantly destroyed.
The urban forests have the remains of sod-podzolic soil (Elk Island, Fili-Kuntsevo). In parks and
forest parks, marsh and podzolic soils are observed, as well as varying degrees of disturbed alluvial
floodplain soils. The modified variants of the listed soils (urbanozemy) combine intact lower and
middle parts of the profile and anthropogenically disturbed upper layers. Soils differ in the nature
of the formation (mixed, bulk), in gleeness and humus content, in the degree of profile violation,
in composition and number of inclusions (toxic waste, glass, concrete) and other indicators [14].
Most urban soils (urbanozems) are characterized by the absence of genetic soil horizons;
soil profiles combine layers of artificial origin, which differ in color and thickness, as evidenced
by the instantaneous transitions between them. The degree of openness of the territory in a large
city depends not only on the level of urbanization, that is, on the intensity and age of urban
construction, but also on the method of land use. One of the factors that further complicates
the structure of the soil cover in the city is the sealing process. The areas of open, unsealed
areas vary greatly, depending on the area of the city – from 3–5% in the center to 70–80%
on the outskirts, also depending on the type of economic activity. The smallest areas of open
surface are in industrial areas (80–90% sealed). The land of the agricultural zone and natural
complex is sealed at 10–20%. Intermediate position is occupied by land plots under residential
buildings, which, in turn, can vary in degree of sealing from 20 to 75% [14].
Most of the study area is a hilly, gently sloping plain. The soil cover (PP) of a hilly hollowwilder watershed is formed on moraine and surface loams, partially covered by a sandy cultural
layer and occupies about 24% of the city. This PP is distributed in the southwestern, southern,
partly in the northern areas of the city.
Table 4
TM content in soil, mg / kg
No.
1
2
3
4
5
6
7
8
9
10
11

Plot
Zn
59,6 ± 4,5
65 ± 5
60,6 ± 4,6
38,2 ± 2,8
12 ± 0,9
11 ± 0,8

Element
Pb
Cu
8,89 ± 0,9 21,09 ± 1,6
7,2 ± 0,7
12,42 ± 1
16,72 ± 1,6 12,46 ± 1
12,06 ± 1,2 9,33 ± 0,7
4,5 ± 0,4
6,5 ± 0,5
4 ± 0,4
4,7 ± 0,4

Cd
Cr
1,08 ± 0,1
19,3 ± 1,8
0,01 ± 0,001 11,14 ± 1
0,01 ± 0,001
9,87 ± 1
0,609 ± 0,03 24,48 ± 2,3
0,1 ± 0,005
8 ± 0,7
0,08 ± 0,004 7,3 ± 0,7

54 ± 4,1
19,8 ± 1,5

0,6 ± 0,03
19 ± 1,7
0,04 ± 0,002 13,12 ± 1,2

st. Akademika Glushko, 12
st. Koktebel, 8
st. Generala Tyuleneva, d.5, k.1
Butovo Forest
st. Profsoyuznaya, d.43, k.1
square, 23 quarter New Cheryomushki
st. Profsoyuznaya, d.43
84 ± 6,3
9 ± 0,9
the northern side of the Moscow 111,3 ± 8 ,4 17,94 ± 1,7
Ring Road, 35 km
Yasenevsky Forest Park
83,72 ± 6,3 13,22 ± 1,3
the southern side of the Moscow 75,02 ± 5,7 10,37 ± 1
Ring Road, 35 km
Projected passage number 680
77,1 ± 5,8 12,95 ± 1,3

9,53 ± 0,7 0,01 ± 0,001 12,74 ± 1,2
10,14 ± 0,8 0,02 ± 0,001 13,01 ± 1,2
18,22 ± 1,4 0,02 ± 0,001 25,22 ± 2,3
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Based on the research results, it is possible to ascertain the uneven spatial distribution
of heavy metals in the soil, especially for cadmium, the content of which in some areas varied
by more than 140 times (Table 4). For zinc, the excess of the minimum value was more than 20;
lead, copper and chromium – 11, 22, 4, respectively.
Earthworms (earthworms) on the territory of the Russian Federation are mainly represented
by species of the family Lumbricide (Lumbricidae). These are mainly large species that are part
of the microfauna. All earthworms are true geobionts (permanent inhabitants of the soil) [2].
The greatest accumulation of lead and copper by worms in comparison with the variant
characterized by their lowest content (3 and 2 times, respectively) was noted on the 35th
km section of the Moscow Ring Road on the north side. The chromium content in the worms
in this area is also significant and amounts to 2.33 mg / kg; however, in the 35 km section
of the Moscow Ring Road, the chromium content is 0.02 mg / kg more. In general, the content
of chromium in worms in these areas can be considered conditionally equal. The greatest
accumulation of zinc (4.5 times the background excess) is along General Tyulenev Street, the
excess of cadmium is 115 times recorded on the site of ul. Academician Glushko (table 5).
Table 5
TM content in earthworms, mg / kg
No.
1
2
3
4
5
6

Plot
st. Akademika Glushko, 12
st. Koktebel, 8
st. Generala Tyuleneva, d.5, k.1
Butovo Forest
st. Profsoyuznaya, d.43, k.1
square, 23 quarter New Cheryomushki
7 st. Profsoyuznaya, d.43
8 the northern side of the Moscow
Ring Road, 35 km
9 Yasenevsky Forest Park
10 the southern side of the Moscow Ring Road, 35 km
11 Projected passage number 680

Zn
54 ± 4,1
115 ± 8,7
246 ± 19
61 ± 4,6
44,7 ± 5,9
70 ± 5,2

Pb
1,47 ± 0,2
0,726 ± 0,1
0,711 ± 0,07
0,844 ± 0,1
0,9 ± 0,04
0,7 ± 0,1

Cu
6,31 ± 0,5
6,49 ± 0,5
8,05 ± 0,6
4,57 ± 0,4
6,02 ± 0,5
4,8 ±0,4

Cd
2,3 ± 0,1
0,686 ± 0,03
0,549 ± 0,03
1,04 ± 0,05
0,19 ± 0,02
0,03 ± 0,001

Cr
0,34 ± 0,03
0,54 ± 0,05
0,93 ± 0,1
1,26 ± 0,1
1,07 ± 0,1
0,85 ± 0,1

210,6 ± 9,1
103,4 ± 7,8

1,89 ± 0,2
2,13 ± 0,2

7,69 ± 0,6
9,03 ± 0,7

1,01 ± 0,1
1,8 ± 0,2
0,05 ± 0,002 2,33 ± 0,2

80,3 ± 6,1
68,06 ± 5,1

1,73 ± 0,2
1,17 ± 0,1

5,24 ± 0,4
4,55 ± 0,3

0,02 ± 0,001 2,06 ± 0,2
0,03 ± 0,001 2,35 ± 0,2

110,3 ± 8,3

1 ± 0,1

6,5 ± 0,5

0,04 ± 0,002 1,85 ± 0,2

In determining the total concentration coefficient in earthworms, we conducted the most
critical assessment, i.e. calculated it in relation to the points with the lowest content of the
investigated TM. We also compared the local background, calculated by the worms of the forest
parks (two points) and minimum values (four points) (Table 6). The local background, calculated
on the territory of forest parks, exceeds the local background, calculated on points with minimal
concentrations of TM, for all elements from 1.07 to 26.5 times [14]. In general, in the earthworms
of Butovsky and Yasenevsky forest parks, the concentration of TM is correlated with the average
values of the studied sites on TM in earthworms (table 6).
Table 6
Local background of TM content in earthworms,
calculated in various ways, average value, mg / kg
By worms
With a minimum content of TM
Forest parks
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Zn
54
70,65

Pb
0,711
1,287

Cu
4,55
4,905

Cd
0,02
0,53

Cr
0,34
1,66
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The highest value of the total concentration ratio (kk) is marked on the site ul. Academician
Glushko, where cadmium makes the main contribution. Cadmium is also the main component
of the total kk at three more sites: ul. Koktebel, st. General Tulenev, Butovo Forest. In the remaining
sections (MKAD 35th km north, south side, Projected Passage No. 680, Yasenevsky Forest Park), the
concentration of cadmium is not so great, and the main component of the total kk is chromium.
As the results of the research showed, earthworms in the studied areas accumulate cadmium
most actively. On the street st. Koktebel bioaccumulation with cadmium worms reached a value
of 68.6. Also, earthworms accumulate zinc, the maximum value was 4.06 (table 7).
Table 7
Bioaccumulation with TM worms, Un
No.
1
2
3
4
5
6
7
8
9
10
11

Plot
st. Akademika Glushko, 12
st. Koktebel, 8
st. Generala Tyuleneva, d.5, k.1
Butovo Forest
st. Profsoyuznaya, d.43, k.1
square, 23 quarter New Cheryomushki
st. Profsoyuznaya, d.43
the northern side of the Moscow Ring
Road, 35 km
Yasenevsky Forest Park
the southern side of the Moscow Ring
Road, 35 km
Projected passage number 680

Zn
0,91
1,77
4,06
1,60
5,39
6,36
1,44
0,93

Pb
0,17
0,10
0,04
0,07
0,19
0,23
0,21
0,12

Element
Cu
0,30
0,52
0,65
0,49
0,93
1,02
0,14
0,46

Cd
2,13
68,60
54,90
1,71
1,90
0,38
1,68
1,25

Cr
0,02
0,05
0,09
0,05
0,13
0,12
0,09
0,18

0,96
0,91

0,13
0,11

0,55
0,45

2,00
1,50

0,16
0,18

1,43

0,08

0,36

2,00

0,07

Thus, earthworms in the Moscow Ring Road area of the 35th km. The north side is characterized
by the highest content of lead, copper and chromium. The highest content of zinc and cadmium
recorded in the areas of st. General Tuleneva and st. Academician Glushko respectively. On the
street Akademika Glushko total concentration ratio reached values greater than 116 with the
prevailing concentration of cadmium.
Model experience in studying the effect of different chemical composition of the soil on the
worms was laid in an open environment. They dug out cuvettes that were lined with plastic wrap.
The number decreased as the reagent was applied.
During studies, a high zinc content in earthworms was recorded at all sites, as compared with
the other considered elements (the zinc content varied from 54 mg / kg to 246 mg / kg). In the
laboratory, we decided to study the patterns of behavioral reactions and changes in the number
of earthworms and dendroben worms under the influence of various doses of zinc (zinc sulfate).
To assess the effect of zinc, the behavioral reactions and survival of rain worms and dendroben
worms used isosteckle laboratory cuvettes in dimensions: length – 0.8 m; height – 0.3 m; width –
0.04 m. 5 laboratory cuvettes were used in the experiment. The experiments were carried out
at room temperature + 20° C in 3 replications.
It is known that the majority of animals are concentrated in the surface 10–20 cm layer
of soil [4]. An average sample of the upper humus horizon of forest sod-podzolic and sod-urbanpodzolic soil was placed in the laboratory cuvettes, two kilograms of soil in each cuvette. This
type of soil is common in the forest parks of the South-West Administrative District of Moscow.
In each cuvette, 20 worms were placed: 8 earthworms and 12 dendroben worms. These species
were selected based on the fact that during sampling at the studied sites, earthworms were
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detected, i.e. these worms are characteristic of the territory of the South-West Administrative
District of Moscow, and dendroben worms are widespread for vermiculturing in Europe and
America [19]. The experiment consisted of solid polluted soil with zinc.
When the soil was polluted with zinc (110, 220, 440, 1100 mg / kg of soil), the rain and
dendroben worms started to react in the first 15 minutes. According to the nature of behavioral
reactions, after inversion of zinc, all invertebrates were conditionally divided into three groups.
1. The behavioral responses of the worms were unchanged. The number of earthworms and
dendroben worms attributed to this category was 49%. In general, these worms were located
in the bottom part or were located in the recesses of the cell.
2. In search of unpolluted soil, both types of worms rose to the border of entering the zinc,
began to move along it. This reaction is attributed to 35% of worms.
3. The worms penetrated a layer of soil contaminated with zinc, perpendicular to the
percolation boundary, and exited to the surface. This category includes 16% of worms.
A comparative analysis of data obtained in laboratory experiments with artificial
contamination of the soil with zinc revealed that the majority of earthworms die in the first
days after pollution. Individuals of the smaller size were the first to die; moreover, earthworms
turned out to be much less resistant to soil contamination with zinc compared to dendroben
worms.
Based on the results of the model experiment, we can conclude that both types of the worm
apparently died due to the disruption of the lysosomes, the rupture of the membrane due
to the influx of a large amount of pollutant. The dendroben worm (the only survivor) in cell
No. 2 is characterized by its large size relative to the other (dead) worms. It is likely that the
large size, and as a result, the ability to accumulate more pollutants, played a major role in the
survival of this experience.
The team of Dr. Baths Gestel conducted earthworm research in the Biesbosch region in the
southern part of the Netherlands. As it turned out, earthworms can survive in areas heavily
polluted with HM. This happens due to the increase in body size, and, as a consequence, the
size of organs, cells and intracellular structures. In larger lysosomes, pollutants accumulated
without leading to membrane rupture [5].
Conclusion
Thus, the research found:
1. In samples of snow, soil and earthworms, the content of the considered TM significantly
varied depending on the functional zones.
2. Migration of zinc, lead, copper and cadmium in the “snow-soil-earthworm” system follows
the scheme of positive correlation dependence.
3. Earthworms in these areas actively accumulate cadmium and zinc.
4. In the course of the model experiment, dendroben worms proved to be more resistant
to the effects of zinc compared to earthworms.
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Annotation: at present, the problem of comparing different string sequences with each other often
arises. There are many algorithms that allow you to estimate the distance between different string sequences.
However, these algorithms are heuristic and give an approximate result. The results of one algorithm cannot
be compared with the results of another. In this paper, the standard is tested to assess the quality of such
algorithms in the field of bioinformatics.
Objective. Testing of the triangular norm, which allows to evaluate the quality of the algorithms that
determine the distance between different string sequences.
Materials and methods. The materials are various algorithms that determine the distance between string
sequences, such as the Levenshtein distance, the Damerau-Levenshtein distance, the Jaro-Winkler distance,
the Smith-Waterman algorithm, the Needlman-Wunsch algorithm. These algorithms are applied to the
mitochondrial DNA of various primates taken from the NCBI open data Bank. The triangular norm is used
as a method used to compare these algorithms.
Result of the work. Based on the results of the work, a triangular norm was tested, which is one of the
ways to assess the quality of various algorithms that allow to estimate the distance between different string
sequences. On the basis of the obtained results the conclusion was made about applicability of this provision
in practice.
Application area. The obtained results allow us to conclude about the applicability of the triangular norm
for solving the problem of assessing the quality of various string metrics.
Novelty of the work. In this article is the development of ideas about the evaluation of different string
metrics. The authors tested the triangular norm on various Primate species whose sequenced chains
of mitochondrial DNA were found in the NCBI Bank.
Summary. According to the results of the work, it was concluded that the triangular norm is applicable,
ideas for its further improvement are proposed, and its testing on distant biological species from different
kingdoms is planned.
Key words: string metrics; comparison of strings; triangular norm; comparison of the algorithms;
evaluation of the quality of the algorithm.
JEL classification: J190, J280.

Introduction
In practice, it is often necessary to estimate the distance between sequences of different
nature. For example, in bioinformatics there is a problem of finding the distance between
genetic sequences, followed by the allocation of common subsequences.
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Genome-a set of hereditary material contained in the cell of the body. Most genomes are
built from deoxyribonucleic acid (DNA) [1]. The exception is viruses-their genomes consist
of ribonucleic acid (RNA). Only genomes consisting of DNA will be considered in this paper.
The basis of DNA nucleotides consists not only of deoxyribose, but also of a nitrogen base.
Usually, the string representation of the genome looks like an ordered sequence of nitrogenous
bases, consisting of the following sivols: A(adenine), T (thymine), G (guanine), C (cytosine).
DNA studies have shown that the differences between the two people fit in 0.1%. The
difference between humans (Homo sapiens) and chimpanzees (Pan troglodytes) is estimated
by some sources to be 6% [8]. Differences in the genome make it possible to distinguish more
precisely the subsequences responsible for the different properties inherent in only one of the
compared species. For example, the forkhead box P2 gene (FOXP2) was found when comparing
the genomes of people from the same family [6]. Half of the members of this family suffered
from a rare hereditary disease-verbal dyspraxia, a disease in which speech is disturbed. Speech
disorders consist in the lack of the ability to decompose words into phoneme components,
which complicates speech formation, as well as in the lack of understanding of the declension
of words and syntactic structure. Further experiments with mice showed the effect of this gene
on the development of speech abilities and language acquisition.
The described situations clearly demonstrate the relevance of the task of comparing genetic
sequences. However, the DNA chain contains billions of base pairs, each encoded in two letters.
Because of this, direct comparison will be time-consuming and memory-intensive.
The length of human DNA is 3⋅108 characters. Due to the high computational complexity,
mitochondrial DNA (mtDNA) will be used. Its length is several orders of magnitude less16⋅103 characters.
If it is necessary to compare strings of the same length, Hamming distance [4] is most often
used, which returns the number of different characters as a result. However, this metric is not
applicable for different lengths of compared strings. This does not allow Hamming distance
to be used to compare different chains of genetic sequences.
Usually, to compare strings, we try to get the editing distance – the number of inserts,
replace or delete operations required to convert one string to another. This distance is called
the Levenshtein distance [10]. You can also use a modification of the distance Levenshtein –
distance Damerau-Levenshtein [2], which differs from the distance Levenshtein adding another
operation: transposition (permutation) characters.
Some of them lead to intractable problems [5; 11; 15], so heuristic algorithms are usually
used to solve such problems. Such algorithms offer a pseudo-optimal solution in polynomial
time. Examples of such algorithms are the Needlman-Wunsch [16] and Smith-Waterman
algorithms considered further [17]. Let us consider them in more detail.
The Needleman-Wunsch algorithm is an algorithm for performing the alignment of twocharacter sequences. The Needlman-Wunsch algorithm is an example of dynamic programming,
and it turned out to be the first example of the application of dynamic programming [2] to the
comparison of biological sequences. The use of dynamic programming methods can reduce the
number of identical calculations, which has a beneficial effect on the computational complexity.
The essence of the algorithm is as follows. The matrix of distances between amino acids (or,
respectively, between nucleotides) iteratively calculates the matrix of all possible routes
sij = Dij + max(si-1,j-1, maxk<j-1(sj-1,k – G), maxk<i-1(sk,i-1 – G)),

(1)

where sij – is the element of the i-th row of the j-th column, Dij – is the distance between
the i-th and j-th amino acids (or nucleotides), and G – is the penalty for deletion (penalty for
missing amino acids). Then the passage through the matrix in the opposite direction, on the
maximum elements. The resulting route corresponds to the optimal alignment. As a matrix
of the minimum distances between amino acids, a matrix of the minimum mutation distances
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according to the genetic code between amino acids is usually used, but other measures can
be used.
Here is an example of such alignment. Suppose there are two sequences: AHWSMSVAGVS and
AWTDLASLAGWS. The alignment result can be represented as follows:
AHWSM––SVAGVS
A–WTDLASLAGWS
In the example above, the “–” sign indicates gaps in the sequences. Thus, it is possible
to notice the coincidence of 6 characters.
Typically, metrics use so-called weights to indicate the price of a break in the sequence.
Consider the first 20 characters of the sequence of human mitochondrial DNA (homo sapiens)
and chimpanzees (pan troglodytes).
They are written in the following way: GTTTATGTAGCTTACCCCCT for chimpanzees and
GAATTCCCTGTGTTTGTGGT to humans. After applying the Needlman-Wunsch algorithm, performed
exactly according to [2], we obtain the following:
GAATTCCCTGT-GTTTGTGG––T
GTTTA–––TGTAGCTTACCCCCT
Thus, after alignment we have two sequences, each of length is 23 characters. Of these,
9 coincide, that is, these sequences are similar to 39.13%.
The Smith-Waterman algorithm is designed to obtain local alignment of sequences, that is,
to identify similar sites of two nucleotide or protein sequences. Unlike the Needlman-Wunsch
algorithm, which performs alignment of sequences along the entire length, the Smith-Waterman
algorithm compares segments of all possible lengths and optimizes the measure of similarity for
all segments and all alignments of these segments [12]. Because of this, usually this algorithm
is usually used to compare protein sequences, because when comparing different genetic
sequences, the accuracy of the algorithm is reduced.
This is caused by a large number of matching subsequences due to the low power of the set
that defines the alphabet for genetic sequences.
It is also possible to use the measure of Jaro-Winkler distance strings [7], but it is not
considered to be a metric due to the fact that a complete match, according to this measure, does
not guarantee a complete match of strings. Jaro-Winkler distance on the principle of operation
is similar to the calculation of the distance of Levenshtein, but allows you to use only the
operation of permutation of characters and is based on the number of matching, not different
characters.
However, the above algorithms give an abnormal result, which does not allow to bring
the result of one algorithm to another and compare. There is a question of the quality of the
comparison algorithm, that is, in other words, the introduction of a certain standard of quality
of algorithms for comparative evaluation of the distance between different lines.
Thus, it is possible to introduce the norm of the quality of the algorithm of string comparison.
It can be used to evaluate the correctness of the result of some string comparison algorithm.
The conclusion of such a rule is the purpose of this work.
Methods
To estimate the distance between mtDNA strings, we take the following metrics:
– Levenshtein distance;
– distance of Damerau-Levenshtein;
– Jaro-Winkler distance;
– Needleman-Wunsch algorithm;
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– Smith-Waterman algorithm.
For calculations, we used the implementation of algorithms that are publicly available
and written in the language R. the choice of language is due to its convenience in solving
problems of this kind. For the Levenshtein and Damerau-Levenshtein distances, as well as for
the Jaro-Winkler distance, the stringdist package written by mark van Der Loo was used, and the
Needlman-Wunsch and Smith-Waterman algorithms were implemented by hervé Pagès in the
biostrings package. Below is an example code implementing the algorithm for finding the
distance between the lines described by Smith-Waterman (for Needleman-Wunsch will change
the type from global to local).
library(Biostrings)
setwd(“C:/Science/Article/sources”)
data <- list.files()
tab <- matrix(0, 27, 27, TRUE, NULL)
i <- 1
j <- 1
for (file in data){
d1 <- paste0(readLines(file),collapse=” “)
for (file1 in data){
		
d2 <- paste0(readLines(file1),collapse=” “)
		
ack1 <- pid(pairwiseAlignment(d1,d2, type = “global”), type = “PID1”)
		
ack2 <- pid(pairwiseAlignment(d2,d1, type = “global”), type = “PID1”)
		
tab[i,j] <- mean(ack1,ack2)
		
j <- j + 1
}
j <- 1
i <- i + 1
}
write.csv(tab, “C:/Science/Article/Smith-Waterman.csv”)
The method of triangular norms described in [13; 14] can be used to compare different
string metrics. This method is based on the assumption that if some species a came from some
phylogenetic group, in which later another species was divided into species B and C, the distance
between species a and B should be approximately equal to the distance between species A and
C it follows that ABC is a triangle close to the isosceles. The degree of deviation of this triangle
from the isosceles can be considered an estimate of the accuracy of the string metric.
Thus, for comparison of different algorithms it is possible to calculate the distances between
some pre-selected species, and then calculate the degree of deviation from the isosceles
triangle for each of the three species. Another criterion for comparing the algorithms is the
ratio of the resulting number of triangles (satisfying the triangle inequality) to the maximum
possible number of triangles.
To quantify the quality of the algorithm, you can calculate the median of all the values of the
degree of deviation from the isosceles triangle.
Also, to estimate the upper bound of the data, you can calculate an estimate that does
not exceed 90% of the obtained badness values. In statistics, such data are called the 90th
percentile.
To obtain an interquartile range, it is sufficient to calculate the first and third quantiles
similar to the 25-percentile and 75-percentile. The interquartile range in this case can be used
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as a dispersion, while the median characterizes the expectation. The totality of these data will
be sufficient to characterize the results [3].
Results
For evaluation, we take the following string metrics:
– Levenshtein distance;
– distance of Damerau-Levenshtein;
– Jaro-Winkler distance;
– Needleman-Wunsch algorithm;
– Smith-Waterman algorithm.
Separately, we note that the results of the algorithms are dimensionless, and it is impossible
to compare the data obtained in different ways. Such algorithms can only be used to estimate
the relative distance between different strings. The triangular norm was used to compare the
results of the algorithms.
One species from each Primate family was taken as the data to which the algorithms will
be applied. This sample is not accidental, as primates are close to humans in body structure
and origin, but have a much shorter length of mtDNA, which makes it possible to analyze such
sequences in a satisfactory time. It remains possible to assume that the results can be applied
to species closer to humans (humanoid-monkeys).
Sequenced mtDNA sequences of the above species obtained from open sources were used
as initial data [18]. As already mentioned, mtDNA is much shorter than DNA, which reduces the
time spent on calculations, and is not subject to recombination. Because of this, it is inherited
directly from the maternal line and changes only due to mutations, which allows the use
of mtDNA representative of the species as mtDNA of the whole species.
For each pair of species, the distance between their mtDNA sequences was calculated using the
above algorithms. The results are dimensionless. The Levenshtein distance and its modification,
the Damerau-Levenshtein distance, are dimensionless quantities showing the number of atomic
operations required to convert one string to another. The closer the value is to 0, the more similar
the rows are. The maximum value is the length of the shortest string involved in the comparison.
Jaro-Winkler distance is normalized in such a way that gives a result in the range from 0 to 1, where
0 is a complete mismatch, 1 is a complete match. The Needlman-Wunsch and Smith-Waterman
algorithms give a result in the range from 0 to 100, where 100 is a complete match. At the same
time, the number of matched positions minus gaps is calculated first, the cost of the beginning
of the sequence gap is 10 points, and the continuation is 4 points. Next is the ratio of the number
of points to the entire length of the sequence. Note that since these algorithms are not symmetric,
the calculations for each pair were performed twice, after which the average value was taken.
Further, the triangular norm was calculated for the obtained results. Triangles were
constructed for each possible triple of values. If it is not possible to build a triangle with
three values – badness is not considered. Let’s call a triangle valid if the triangle inequality
is satisfied for it. Total could get 27⋅26⋅25/6 = 2925 triangles. For each algorithm used, the
maximum possible number of triangles was obtained.
Then, for each triangle, according to the formula (2), the value of badness was calculated, where
a and b are the greatest angles of the triangle. Note that the value of badness can be in the range
[16; 1], with 0 being the best result and 1 being the worst [14]. A median was calculated for all
badness values obtained using the same algorithm. The results are shown in table 1.
Thus, despite the rather large difference in the medians obtained by different methods,
it can be concluded that these algorithms are applicable to find the distance between the DNA
sequences, since the median badness is relatively small (< 0.1).
The 90th percentile is also often used in statistics. It can be used to discard the highest
readings, as 90% of the sample does not exceed the obtained value. The following 90-percentile
values were calculated for the data obtained. Their values are shown in table 2.
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Table 1
Badness median for the different algorithms
Algorithm
Needleman-Wunsch algorithm
Smith-Waterman algorithm
Jaro-Winkler distance
The Levenshtein distance
Damerau-Levenshtein distance

Badness median
0,088
0,029
0,013
0,024
0,025

Table 2
90-percentile badness for different algorithms
Algorithm
Needleman-Wunsch algorithm
Smith-Waterman algorithm
Jaro-Winkler distance
The Levenshtein distance
Damerau-Levenshtein distance

90-percentile badness
0,148
0,0676
0,13
0,122
0,125

The values of the first and third quartile were also calculated. With their help, was found the
interquartile range badness, adopted as the value of dispersion. The median value, as mentioned
above, can be used as a mathematical expectation. The data obtained are presented in table 3.
Table 3
Badness quartiles for different algorithms
Algorithm

The first quartile

Needleman-Wunsch algorithm
Smith-Waterman algorithm
Jaro-Winkler distance
The Levenshtein distance
Damerau-Levenshtein distance

0,034
0,012
0,005
0,01
0,011

The third quartile
0,118
0,05
0,03
0,054
0,056

Interquartile range
0,084
0,038
0,025
0,044
0,045

Discussion
The paper tested the triangular norm proposed in [13], which allows to evaluate the quality
of different string metrics. The distance between different species should be taken as input.
Different types of primates were taken in the work.
Note in advance that it was the proximity to the isosceles triangle that was tested, since the
mutation of the genetic material, as well as the quality of sequencing, could have a great influence
on the initial data. That is, the complete coincidence of the distances is almost unattainable.
Since it was difficult to obtain different genetic material for representatives of the same
species, the authors tried to expand the variety of species for research. In the future, it is planned
to further increase the number of species, capturing other classes of vertebrates.
Once again, mtDNA was used as genetic material to reduce the computation time. Similar
calculations for DNA would take much longer. In the future, it is planned to carry out a series
of calculations on the DNA of apes to confirm the performance of the proposed norm.
Let’s evaluate the data. There is a correlation between the median (50-percentile) and
90-percentile. The least result was obtained in the Smith-Waterman algorithm and a very good
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result was obtained in the Jaro-Winkler distance. The Needlman-Wunsch algorithm showed
results close to the distances of Levenshtein and Damerau-Levenshtein.
As mentioned earlier, the Smith-Waterman algorithm is a specialized algorithm commonly
used when searching for a specific protein in the genome, that is, a relatively short sequence
of characters within a relatively large sequence of characters. However, it is not surprising that
it has been able to calculate the distance between genetic sequences relatively accurately.
In the previous work [9] the same algorithms were applied to a narrower sample – there JaroWinkler distance showed the worst results. Since the Jaro-Winkler distance is not a full-fledged
string metric, it seems unusual to improve the result for less similar string sequences. In the
future, when testing on even more distant from each other species, the authors plan to include
in the list of evaluated algorithms of the Jaro-Winkler distance.
The result of the Needlman-Wunsch algorithm has a fairly high median, but when calculating
the 90th percentile, it was found that the results do not deviate much from the data obtained
in the calculation of the Levenshtein distance and the Damerau-Levenshtein distance.
However, the algorithm of Needleman-Wunscha has a linear complexity and heuristic-based,
while the Levenshtein distance and Damerau-Levenshtein have quadratic complexity, which
makes them inappropriate for calculating the distances between the substantially large
strings, such as DNA.
Conclusion
Thus, in this paper, the previously proposed triangular norm was tested to evaluate various
algorithms that estimate the distance between string sequences. This rule is based on the
assumption of the proximity of distances between similar species.
Various representatives of the Primate order were chosen as biological species on which the
norm was tested.
As we compare algorithms that will be evaluated has been selected the following algorithms
for the estimation of the distance between string sequences:
– Levenshtein distance;
– Damerau-Levenshtein distance;
– Jaro-Winkler distance;
– Needleman-Wunsch algorithm;
– Smith-Waterman algorithm.
According to the results, it was concluded that various algorithms for estimating the
distance between string sequences are applicable. The best results were shown by the
Smith-Waterman algorithm. The obtained values of badness can be characterized as 0.029 ±
0.038. Since the value of badness varies from 0 to 1, where 0 is the best result and 1 is the
worst, despite the large error, the result can be called good. Despite the fact that the JaroWinkler distance showed even better results (0.013 ± 0.025), in previous works it was shown
to be untenable on closer sequences [9].
In the future, the authors plan to expand the list of compared algorithms by adding more
highly specialized algorithms, such as Hirschberg’s algorithm. The authors also consider the
possibility to include in the list the algorithm used in various version control systems. Like
the Smith-Waterman algorithm, it is based on finding the largest common subsequence,
but is usually applied to similar dissimilar strings. In addition, the authors plan to test the
applicability of the q-gram method to the comparison of genetic sequences.
Also, it is planned to expand the list of species on which testing of the triangular norm
is carried out. First of all, it is planned to take representatives of various groups from the class
of mammals. In the future, the list can be expanded by representatives of various biological
kingdoms, such as plants, fungi or bacteria.
On the basis of the obtained data, it will be possible to derive other variants of the calculation
of the triangular norm to improve the overall accuracy of the algorithm.
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